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(57) Abstract: An effective key block (EKB) used for key 
distribution structure of tree structure is re-structured to a 
simplified two-branch or multi -branch tree in which a de- 
codable end node or leaf is at the lowest layer so as to create 
a re-structured layered tree according to only a key corre- 
sponding to the node or leaf of the re-structured layered 
tree. A tag as identification data about the tree position of 
an encryption key stored in the EKB is stored. In the tag, 
not only the position identification but data forjudging if 
encryption key data is present in the EKB is stored. The 
amount of data in the EKB is greatly reduced and the de- 
coding by a device is simplified. Thus, providing an infor- 
mation processing system and method enabling reduction 
of the amount of data in an Effective key block (EKB) used 
for an encryption key structure of tree structure. 
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-7 ; -*©^^4S^£¥'JS'J-r•57 ^ -* \,fzffil&£ bfc 0 E KBC^ditf-^ 
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— # (WTs :Jl^3>f>^ (Content) ^B?.£) £ N ^ > * — * y b m<D * 

^l:ft?T^■C^^5o >f>^li> ^ — If ©/W^Tl" 3 P C (Pers 

onal Computer) s A^itrt i-^tf-^f is &£> M{igS1M# ft 
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Bf-ifft^-* (is ffiife<z>3Mfcg «t *«^flj«L3fflK: «k o T^Jffl ^ri£&^t-5§-^r- 
&<5 -to l ooflii: bTV^t»^5)-5*^lilBt•^Yb^r^ti:o?{^tlT^'l.*^;^ J fe 
3o WattHf^-fls^^UiN 7 r -^©Bt^'fb«iai3ffiv>^Bg-^<blii:v ; -<S'©«-^ 

ta encryption standard) 
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flitted -If tffcfcfc^;*?- L-Z~fifa&Mm.*mm b 

y - K £ * ft 3 ci l±2SJl±^ qTfBfc & -5 o 
#sS;i:iif«ii3;&5S;t!&3. ^^Hg-st-fb^sUis ^ftje© j-— >f 

mv%mtl53<<Di%mifi)t£ l b ©tBR S A (Rivest-Shamir-Adleman) Bg-5§-#& -S <, 
*f b T qTfg T % =r A # plHg * § o 

ffi$-nTM-5.o =j >^> y*—&fa®?FJEte=i us <fc #>©:?> 5 s - > 

^ T Bf ^<b n > =t- > V =¥■ - ft b X ^ > r- > y * - 4 M W m 1 f % fttjft #R 
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-iis S#M- h*dF-^^;i/-r©y- k*—» safety— 

Yb LfciMfli*-— r — * ■£^t$mmih*—7X2 >y (EKB) «k o 

^Dy^ (EKB) fcj\ ffi^fc*-?-* fcAoT«lJS!l$n*5 s -d'aJfcx 5*- 
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b^©*^f»fc£-£ir*lj5J&-Cifc*. 

* (EKB) t ^ £ ft 3 Bi-i-<b KJiy U-«3i*flf^f — b* 
^ffifctettSftSteBfcfflT 5 -*^ ^aMb*- :/n (EKB) tftiWSft 

g©Ht^b^ — ^-^C^M^t"* ^ bTl#/&£ftT^2> 0 

Z (EKB) fc^S-ttSHr^fb*- — ■5 i — *3 3Hb=¥— :/p s>* (EKB) £ 

ajtftw^n^ffiBWisy^— *ra&<b=*~:7D y * (ekb) <b9 7\z.nm 

* & *36W©flHR«l315/^5 : -A© — mfiflSaBt^Ts ^ $Hb * — 7* D y 
>7 (EKB) fc^SnSBfr-^fb*- — 5 s — *tt> IM^-^D^ (EKB) * 
fc^Rlt&fe^JliU-KXtt 'J — 7*«T©i: bfelBB&'fbbfc2^(ftS5/ U-«* 

y>J'-©;- KXI± U— 7 t*fjfe-r ft^F— : ©^£g-3l^Tll£;?&£ftT^3o * ^* 

SPCftW^n^ttBWSax— "^.ttx ^atrtb*— :7n y * (EKB) tc*S*«i$ixfc 
1 W±©Mfl3=* — 5 s — *#*©^- HttBtoTtt©**^— FXf± 7 ffiB 
©Hi-^-fb^r-^— ^©^^^^-T^ ^^tWjOS.f SB&^b* — ©»»©% 

*»iS0fli«iiiit'^f a©— iijiiJiB«t:43v>Tx siifgifj- 

* (E KB) te$£ft4fl&-£flj*- — 5*— >fci\ ^3Mb # — 7*D y * (EKB) * 
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* ^fc»iW£ft*ffiBa»Sy5*— taftt-^Dj/^ (EKB) ©^^*fc 
^JfoT3Bf^b^-©teffi©^?Hl£^-f fe^t?a^T-$>^)o 

BSH^MSB:. :&SNb3f — 7uy>? (EKB) ©*.^fa$<z>7*— *fc«k at-^- 

-fb^-^-^ ^jn^aai lt, «-^«iassgfTbs mm; — F^-sssifSbx at 

3>f>.y®'f Vr^Jr-f • (ICV) 4fiJ^-tfe5o 

$£>fcs *»l©i«ftl'>^f A© — ^JfifflMUfciJV^ yy-te — ^r- £ 
tts 7*D^^ An— 

mt, *»©s&3 5^w u-7 ^ b&rea^ y-*3s© i o©>>- f^e 

fi5^-7fioy- h* *-©'>& < ftip$H*fbfcH*f^ — K^—fcx 
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(EKB) &£j5ft"f**3Mb n y 9 (EKB) 4j47ry7k, H«f 

(EKB) i^ffrii, pgJBV U -«3S&*fift-r* ^- K+-*Tffi^- K 
^r — XttTf U — 7 $ fl§ V» T Bf-I^fb LTBlf-^'fb^ — 7 s — * 44fi8t5^ff 

(EKB) fcflHrtSft* 1 W±©B&-f'fti*-v ? -* «■ 
<<?©y — h*'(ittt©Ttt©^fe'£iEg©y - YJL\*. — 7^g©H&-^-fb^ — t 1 — * © 

££{3, *^0^©tS^^a^^©-^JS^ai3*5VxTs *$Hb*-^n>y^ 
(EKB) ^fifc;*^* 7«U *8tKb*-:7Dy* (EKB) * rJII 
- KXI4U-7*«TSi: Lfe««flilfe2dttai5' 'J-5Mt5;u^i|? 

^r-/Dy^ (EKB) *&ffiTZ>*7- y m$Mh*r — ZTxiyr? (EKB) 

©* ^c*rjfs-r*i»#'fb=¥— ©isjwc^s^-rx— ^ s^gpc^-rs*^ 

JIT'S) So 

(EKB) 4^7?^ *3&fb*— ray* (EKB) Rl 16***8 
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m#J}ih3r — 7'U y & (EKB) ©# PK.ttJ&'fZVS^Qj*— ©*&&$ ©* #R £ ^ 1" 

* iHjfe^ - k t \ mv&fc b fe y u - &m&+-& Mm j - k u - 7 1 * 

Wig, &|fcbfc3 WJ:©#tt*J*ov y — i: bT£j£*-£o 

^Sft-fb^ — 7*D >y 7 (EKB) ©# ^fBfc»»3ftfe'fftn!&J5!l7 J — * tS^5V>t 

-?> o 

IS BE 511 3 £ :J3V X m V n £> ft 3 R EE * - T* $ 3 o 

£©**«UE«HE#fcJ:N *»©»&3 5VW;** U — 7 i: b&PBJBy y-*&3§© 1 

ioTi^n^^iV- 7*rt©y- i* *—©{!>'& < kfcVN-rftfr&HSffbfcS 
$fy- K=¥— h> HSfiv — t*©^ — h*— »sv^«y — 7^f— t 
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• *^fc£#*r^&fb*->''D3/* (EKB) i: N SDfy- F*-fc<fcoTBt# . 

(ekb) c^snsnff^b^r-^-^tts v-m^zmm-tz 
SRt^ift^nattBBiai^-^tt^ m^-7d * * (ekb) ic^s^^nfe 

(EKB) fc-^tiSie^fb*-^-***. mmb*-7ny ? (EKB) ZiM. 

-r a ^ * *miR b t y - h £ #B§-r 3 ^ t c £ d n % umzmm v 
ttettsaxsttHttaiT 5 — ^s&ft^r-^py^ (e kb) yt^jts-r 

IM* , J-7^-{I«toTBt-^'fbLfe^^J<b^r-^n (EKB) 

7D^7ij8lft«t#?*5. 3 > tf i — ^ • 7D^5 AJi N 3a$tfb* — ^P>V^7 
(EKB) fc^fRTtlft^y- KXtt'J--7*ftT®fcUfc1BfBSfl3Lfc2^iS 

— ©»fc»^r#»'fb3r — !/n (EKB) ^^t«Xr>yrt, 

taiw-^D-^ (ekb) -<o^^K:'?*jtfi;-r*ie^<b*— «o«w©^*t*^"r 
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£©£ 5&7n^7 Attft&ftHU 3>Ka-* • J- A±T*^f^©3 > K 
* SB BS © flb © flu ® J: in m © ft m $j m & * ^ t & r- § § © t- & s o 
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E14 AXVBM Bl±x *^BJ(Dt*MS^^^ A — N CD 

IBtCfffl^n^t^b^-^ny^ (EKB) (Dm*7jki-M-?&2>° 

(ekb) bfeiB^p^j tm-^mmm&TF'tm-z&Zo 

0 6lt laMBBHOWSMILSS'*^ ACS»4fM*- 7D y ^ (EKB) CD 

(ekb) <o# ■y<Dmj&%mm'r zmx-foZo 
m 8 A^t>*s 8 Bis, ^asBBcDtnaiiffliav^? Afc^fcj-^j&aaifli^— y ^ 

(EKB) k % r3>^>^^— n 3>r> , y5WtTi2itl)T-^MI^^ 
EI9&U **«©li!l«jaii'^f AC*»J*M*-^o (EKB) 

II Oli, ^^BJCDtifE^Si>^^ AC^ttSfSift*- f # (EKB) 

Ell 1 ASVEI t 1 Bt4x *5i5B§©«*KlSS/^5 i AU:*W-5^Sft'flj^— 
y# (EKB).ts 3>5 t >.y^ — *3^#^S^31*^3t£<D386W-fllS4:J±i«Ebfe 
El 

§ KBEflLSffl.}' — > * * ^ -r El T? & 4 o 
EU3&, *«9i0*«il!13is/^^At43fc)'S*«i<b^r — y ^ (EKB) 

© 1 ) T" £ § o 

EU4i±, #3gHJ3©ti ^Si^^Afc^&Mlb^-^P V * (EKB) 
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© 2 ) H & o 

& i&sE&Lag — >t y x % ^ -rm t* & § „ 

%m^Xm®<(b*r-7u y 2 (EKB) 3 > ^ > y £ # T S3 ft "T * ftb 

0 1 7fcJU *%W<oWf««iaS/^7 i Alc:43i/NT%S6'fbdF— ^"n y ^ (EKB) 

0 1 8«U aM8IB©Wf«*&31S';*7 L A tfe^TjSffl Wfl&fcri • >^ 

tr^r-i (ICV) ©£fifcfc{£ffl"r*MA Ct^^wtiffe 

•5 o 

0 1 9{i. ^^©tra^Mi'*^ AtefeW-^Sb-fb* — :/n y * (EKB) 

0 (*© 1 ) -r-feSo 
i2oit *&m<Dto&mmt'xr&\z&\izif%i{h*-—-7tiyi? (ekb) 

0 (?(Z)2) T*|.§« 

^>^--f>^y;^-f • f-^y** cicv) £^5^ 7K:«nwufc»-&©3 
— i»jt«ii& * mm f * 0 1? & -s o 

^'Jt-t • (icv) &a >5 i >^fettiii*i:aiice3ffl-r*«j**si 

0 2 4 A&I/0 2 4B(i, MEfflfc^ffiSS/*? 1 A£:fcfr31!m<b^»<b*■ 
-:rD»i>* (EKB) <D^^iia^i40J-r^0T-^^a 
0 2 5 A&i>*0 2 5B(i. *5BW<0««WaaS/^5 i A^*»S*«i'(b^— 

•y* (ekb) (D&f&mm%mwT%m-e$>z> 0 
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12 6 A & 11* 12 2 6 Bits ^mmom^M is X 'r lx C&tt 3 IM'fb^'fb ^F- 

— :/Dy^ (EKB) *iS0^-r^Eir*fe«.o 

§27 A&tF! 2 7B(i, MtKCDtSfBaSS/X^A t*5» ^^m&'fb^^'fb^r 

— ^Dy^ (EKB) (#12) ^UiS§-r^l2I-C*fe^, 

0 2 8 A73rSH 2 8Clt #3§0J3©t?t 82^31^;*^ A t&tf 3 PgJl y 'J— #t£ 

®^>^-r t 1 ^ ^s«/$©ra£-^-ti#0j§T5i'-e$>3o 

130 A SI* El 3 OBIt *fBW©«*8j!DiSi'^7 1 AK:*»*FI[JI3/ U— Mfe 

HI 3 2 its *M«HS«j5li'>^rAt*»«ilf U — fit3g©x > ^ -f ^ ^ 
MfcfilfcT? ©$f > 5 1 W r- fififcftl a 5/ - 4r > * o ^ T S&BJ f 4 1 <fc § o 

1 3 3 its #$8W©«*fflH'>;*5 t .kfc#W"3My 'J — ^^©^V^f ^ -Y 

13 4 AX tfEl 3 4 Bteu *»^©««*Di31S/^ 5=- V U — 
13 5 A75S1 3 5Dli, #%BJ3 ©tiMS ^ A t £ J} 3 PgJi y 'J— flIJi 

ifiix-©f^ >f ;* y # - * ause ^>-^>7iio^t laes-r -s it- & % . 
137 ARvm 37Bit *f&m<Dm&mmisxTJ*£.i3ttzmMy u -mm. 

-r^iT*$)5„ 

13 8 AThmm 3 8Dlt *»W©«*«l31i'^^AC*H-*FSMy U— fltjg 

3o 
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mmmj&x ©^ > r^f^ u * $0,3 — t > ^ o^tMts si *e » * « 

0 4 0B: N *«IB0lll(8J!liJ/^rAK*tt«BIJ|s/ U -$t3£©^ > ^ -f 5 1 -r 
flijJ-CC^-f ^ K U ^-YlS^^O^TlttBJf REIT'S) «□ 

m44tt, *%m(Dmmmmi/xy : -kiz&tt2>3r—m : 7-b>-!? (kdo ©m 
hi 1 Cessna ©-5 s — ^mMiy^T- Atmm^mt^n > r > ymmis x r 

Sto =r >^>y ©IBMiSU 1 0 li, n >^>y§M{a) 2 0 ©tt-Si^Sn 

^y^yycDmmm 1 o t:3>^>yg<i<pj2 o toia©?*— *&»toU -< 

-If hf©^y ^-^^lt, &3WiDVD, CD^©»S®Wf&&gBfl 
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bTtt, << ^ M K ^S^ii 1 2, «S 111*51 1 3s DVD, CDf® 

V^-;i/3>lf3. — # (PC) 2 1, i£ — 97ft ! TK<i7. (PD) 22, 
PDA (Personal Digital Assistants) ^©£!?!?$i#§ 2 3. DVD, 

>2>3Mi)B2 0 O^-rVW n >^>iy@BMill 1 0 ^5>^#t^ >^> 

1212(3, Ell lz^kT^>y L >y^iSM2 0©7^W^<D — M£ LT, 83&£± 
&ff 1 0 0©^^D y ZmtTsk-to IB^^^^fi 10 011 Affl* I/F (In 
terface) 12 0, MPEG (Moving Picture Experts Group) rJ — V s y # 13 0, 
A/D, D/A3>;^— ^ 1 4 1 &flBiLfeXffi*I/F (Interface) 1 4 0 , Kg 
■5*!L«#S1 5 0, ROM (Read Only Memory) 16 0, CPU (Central Proc 
essing Unit) 170, * y 1 8 <K B3£&# 1 9 5 O Y << 7 1 9 0 b, 

eiti-e»tt^^^i i o \z x -oxmmzmwtztix^Zo 
xmti i/f i 2 o&, • snaiatfL ^jSx 7d^7AWi 

fc, j^t. 1 10±Or^ 5>^KBf*SI9U & # -5 o MP EGn-f 

'^13 0lt 1 1 0 t^LtM* tl4MP E G ftfef 
MPEGfn-FU Atii* I /F 1 4 0 Cffl^jf £ £ * £, AtB^I/Fl 
4 0 frb&l&ZtlZT J y^fif4MPEGx>3- h* bT^;* 1 1 0±fcii} 
AIHA I/Fl4 0tt A/D , D/A3>;t-^ 1 4 1 £l*Jj§5bT^ 
*. Afcti^I/F 1 4 0BU ^lfB*6ttil&*ii*3>7 1 >yi: UT^r^D^li 
f*SIU A/D, D/A3>^-^l4 1tA/D (Analog Digital) §£i& 
f tX~, =r 4 VPfum^Z. UT, MPEG3-r«;^ 1 3 0 KfflAtS ki: 
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MPEGa-r«;^13 0*&(Or^i'^t A/D, D/A3> 
^— * 1 4 1TJD/A (Digital Analog) 'lit^Ckt, 7±u #m * 0*t. 

Bf-^-MS^mi 5 0li, fllitfcf. If y70LSI (Large Scale Integrated 
Curcuit) 7?*ff/$$ft N /t* 110 S^bTfti&^ft|3 ^r^ytLtOr-f 

ROM1 6 0li, iaiS^iC,}:oTM^n57o^7AT-^^^t 
-So CPU 1 7 Oii. ROM 16 0. * ^ U 1 8 0 lz fBti $ tlfe 7D ^ A £H 

i 8o», ^}¥»tt^t'jf, cpu i 7 o #gii*T-r § rn ^ 

A->p N CPU1 7 Ooifti^IftT-^v 3 £> * C «fc ^xmif$ti% 

m^mmizmmztiz*— t *, h siBit-r^c * y h iz^\^x&'&mxmm 

t^. F5-f719 0B, S?#;b:r-£ &8B«1S£rJ1!&&IB»»&# 1 9 5 § 
ffiSft-^sc fc£«fc IB&ttftl 9 Stub 1 ?* ^Sl^tBb (M 

L) . Jtx 1 1 0±fcaJ*-r* £ hi) l;, l 1 0 
9 tor — IBflMKftl 9 5fctt«&U"Cia»$**o 

IB«fflE# 1 9 5 ttx -Witlis DVD, CDIffl^ra^, «If^^ 

nIt&&$£/&T-&3 i:t5. feSl, 83»*£#19 5&s IBaH^^g 1 0 0 lc ft 
jttt" It* £v\ 0 

&4b\ 1212 «f-^«l«« 1 5 Oteu lo©7>fy7LSIJ:bt»ja 



WO 01/78299 



PCT/JP01/02929 



17 

isi 1 tc^-m >7">ymmm i o n 2 0 ©^t^w 
* k Bf Hg- ^ - # & ib m -r § m & t * # ; * -r ^ t & # * nt #a a m © « m m 

m 3 oiTgi:*tt>^o~ 1 5 # =3 > 7^ > y sfe« 2 0 ©ffl*©fvw ^ 

T-fe^o •r«ttot»BI3 t^-TBJB^ U- (*) *£©'&£ : leaf) 

y — h*i3tat)^T€>^feii (y — f*— ) — :7©y — 7*— ;l&»e>fc*3F■ 

— -fe y f ^ u t»w-r*« m 3 otTit^tK 0 0 0 0 ~k 1 1 1 1 

F* — ) frb, mT&ifrb 2#@©$5 (y- F) fcSB«S*ife3r- : KR 
~ K 1 1 1 £ J — F ^r— £ "T * o 

1213 v-mmiz&^Xs ^jttt^-f ^ 0liU-7*-K 0 oooj:, 

y — F=*— : K 0 0 CK K 0 CK K CK KR^FJftt^., * 5t±K 0 1 0 

Is K 0 1 0 s K.O Is K Os K R §F/f*t5. 5Vt/f * 1 5 (is K 1 1 1 1 s 
K 1 1 1 s K 1 1 s K 1 \ KR|pJftt§. &£s El 3 ©V U — C 13 "T^W ^ A 5 

o~i 5©i emomzwtzti, y u-*3fi* 4®Mi$(Dt%m(DtnfeiiiEiMm 

m^UTTV >a > t b&T-&.§>o £©<fc$.fc#*fc* 

^s ift577'J 4r — *>a >©W^F*J56©±fc:BI 3 tStn 

*«H3©j£l|6T?HA,ieSll«\ t^W * 0 , 1,2, 3*H — ©BB»» 
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n;w ^ip&aSft bfe t)x &7*;t>f ^ >t=-> y b& 

^A^-^^ii^Bg-^bbTai^l-S fcl^-3fc«13ffi#|5fT£ft5. n>?>W 
«U Bl 3 Oj^ilft-eS^^SfS^x "T^fc-fe^^W ^ 0 , 1, 2, 3*1^0^- 

*3oo?;W^0, 1, 2, 3f±7— K3r— bt#»©=* — K 0 (K KO, 
n>^>^^r — * 0 , 1, 2, 3<Dfr\z&@i?2>Z£.ibSa]m£tli% 0 M 

*.Kn &mizj%m?z>s- f*-k 0 0 >^>^^-t b-rsft^-rnfis 

Srfe^iM^^fft-S C £•& < 5 s * 0 , 1,2, 3 ©* #±t® © n > ^ > 
y* — ©^^^pjigx-g. §. Sfcs ifeft3>f>^*-Kcon^y-^- 
K 0 0 T-Ht-^-fbbfe^tE n c (K00, Kcon) 

*^f±fBSJ&ffc£*&ttbT5^W ^ 0 , 1,2, 3 tlE^-mfSs * 0 , 

1,2, 3©#i# N ■ J E-£l-€ ! ;ft,©:r./W ^ iCfeV^TiS^f^S^^^ "K^-KOO 
£J1 VNTB£-if E n c (K00, Kcon) £8?^-£n y^^f^r— : K c o n£ 
mZZtftnj mil •&%><> Eric (Ka, Kb) »i K b £ K a (3 «fc o TWHg- 

-fbbfc^— h&^-|- 0 
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£tzs &3B$;£t £43^ T\ tVW 7. 3 ©P/r^f £$t :K0011, K001, 
K 0 0 , K 0 , KR#i£^ (s\ y — ) CJ; b mm £ frlT®M Lfe d t ifiZfM, " 
Lfct§-£\ ZtlUm, *s*7-J± (x^W^O, 1,2, 3©£Ol/-:r) t^gi 

©£#>£{£, ;-H^-:K001, K0 0, KO, K R frl-^tillf fc&$t K 
(t) 001, K (t) 00, K(t) 0 , K (t) R£MffU t^W 7s 0 , 
1, 2 fc-eoje*?*— &e*.3ifcK#*-5« ^^T^ K (t) aaa&. UK a 
aaOta-Ri (Generation) : t ©Hfr^ — *C %> % d h 4^to 

3Mb^ — 7*ny^ (E KB : Enabling Key Block) higMSft^ 7*D y 7 ^ ^ 

1, 2 l3#t^-^§ c £££ oTgSfr^ftSo £3!Kb3— 7*D 

y7 (EKB) fck. i3l:^tJ;o&y U — «aB*#J**-*#y -7 3 ' 

^ 7. t if fc 13 H«f * nfe * — £ ib^p -j- * & #> © at ^<b fc. £ o x £ ti 
m$Mb* — 7uy>7 (EKB) it, * — Mffi7~ti y p (KRB : Key Reneva 
1 Block) ill&&tl%Z £b$>% 0 
.|4ACittM+-^D^ (EKB) fcf± N 7 — h*^r — ©JI*f©jfcS& 

BI4 AXtfBKBOflMis HI 3 iCSs-T^ U — MM^KD^^-f 7. 0 , 1, 2 

Xs m«t ©Mil? 7- h* £ IB^f * £ SKJil UT»J56?nfc7D y <7:r 

-^■e^^o 0 3 ^^ej^ifp^j: -5 ts t^w^o, ^w^ia, M$r7 — K 

^r-hbTK (t).O(K K (t) 0 s K (t) R^^^$)!3v 7 2 (i, 

Ilr^-^-JlUK (t) 001, K (t) 00, K (t) 0. K (t) R 

14 A©E KB testis «fc -5 KE K Bfc«*»0llif^fc3r — A^Stl*. ft 
TSO.Bt-^'fbdF— fix Enc (K 0010, K(t) 001) T-&3o Cin^^ 
/H72O^U-7*-K0 0 1 0 iZ&^xm^lbZtltzMffi;- F=¥— K 
(t) 0 0lT-&<9> 7^-f7x2« N 7* — CJt-sTZ.OBiF-^'fb 

K (t) 0 0 1 t&XZZo SflUDMK 
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(t) OOlSffl^Ts 04 A©T*>£> 2|&i©B§-5§-<fb*-E n c (K (t) 0 

01, k (t ) oo) *m.^nsmtte v. mm;- k*-k ( t ) oo^n§^ 

£l#T-£3„ WTJE*x M4 A©±frS> 2|glCDBf^-<b^-E n c (K (t) 0 
0, K (t) 0) JESfy-K^-K (t) 0, H4AO±*6 1SI 

©HI ■^'fb^-E n c (K (t) 0, K (t) R) Sff IK (t) RSf 5. - 
15, 7*rt<iZ.K 0000. K 0 0 0 1 1^ V — F3r — K 0 0 OlillftSWilk 

^sn-r&^-r. wm;- k (t) oo, k (t) o N 

K ( t ). RT-fe So t;W7K 0000. K0001 «u EI 4 AO±A»fe 3 g g 
©Bf-^-fb^-E n c (KOOO, K (t) 00) £^1>K (t) OOMU^ 
WTx EI4A©_tfr£> 2«B©ffif*'fb*-Enc (K (t) 00, K (t) 0) 
£«-i§-b, Sf/r^~h'*-K (t) 0, EI4 A©_h*>£> l©B<DH&^fb*-E n 
c (K (t) 0, K (t) R) Jlf IK (t) R£f#-5 0 C©J:9lCbTv 
;W X 0 , 1 , .2 »S«f IfeiK ( t ) RlfSCti't^So fcfc, 04 A© 

m ir o 

El 3 fcSs-ry 'J — #!3i©±&g!©y - K^r— : K ( t ) 0 ,K ( t ) RCDWffi & 
.^StSDv /-h'^-KO 0(D^OlllTS!ll^^T$§®^t|i, E14B© 
tM^-^PV^ (EKB) Sffl^S^fcTJ. S«fy— H*— K (t) 0 0* 
5VW*0-, 1, 2 tCiH^f-SC ZWCgZo 

^-ri*!©? 1 ^ * 0 , 1, 2, 3#&$tBS«#£JSMT*5?K *ffcft#»© 
3>t>5/*- K (t) conii-MffeUtS. £©££. x/W * 0 , 1, 

2, 3OftIO^-H*-K0 04IIbfeK (t) 0 0 &ffl^T*rfcfc#»© 
S«f3>x>y^r— : K (t) conSft^ftLfcf-^Enc (K (t) 00, 
K (t) con) &EI4 B^STEKB £ £ blZMttT Z> * Z. ©IB*fr £ £ t> „ 5 s 
;W 4 ^©m©^-:7©;$|£§u:;fe^Ty:m#£*i&^x-£ £: LT© 
IE*fi#qJ#&i:&3o 

-r&fc*>, xVW;*0, 1, 2 J±E K B -bUBM LTftfcK (t) OO&fflV^ 
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_t§BBt^;££m- { f -f t «fjjS-e©3 >7->y*f— K (t) conl^^:!: 

[ E KB^ftffl bfcn >5=-> V* — ©IB^T] 
CH5C N t B$j£-C-©n >^> K (t) c o n Zf&Mffl h bt, K 

(t) 0 0 £JH^$r/r&ttii©:3 y*— K (t) c o n £ B£-^fti b 5 s 

— *Enc (K (t) 00, K (t) con) h HI 4 B \Z^kf E K B fc. 

t-yr-^S3>f >^^-K (t) coniilfeflfS^. 

E KB k ga-tf^i&tettbT^S — f^-KO 0 0 V^ T ±x& b fc £ IH*£<Z> 
EKB*&31fc:«fc F*-K ( t) 0 0 &£jjfct\S. $ m^bfeMff 

y _ h-3r — K (t) 0 0^ffl^tIlfn>r> > y= 3 r'-K (t) c.on£*t^bT> 
»K*ft&ffi;B'r*fc»fcSl9-jefcJ-* J i$o U-^^r — K 0 0 0 OTJBff^bbTft 

El 6 t^^Kb^ — (EKB) ©7*-vy hWSS-t. — > 6 

0 1 tM^f-^D^ (EKB) ©A'-^3>S^tISiJ^t$§o 

— ^3 >tt«*fOE KB *3«ai"r *i»t6t=i >^ > y fc©W*Sii«*^f*!lt6 
£*#o 0 *3Nb=*— fny? (EKB) cDiB^ifeO^^W ^ t^t* * 

pgjfy U — ©PiJf fgC^-To 5 s — ^tf-f >^ 6 0 3it ^f$tfb^ — (E 
KB) cf ©t 1 — ^gP©fee*^-T^-f >^trfe tK * ^slW 6 0 4 ^gp 

6 o 6 {is ^i^tiMif-r § j — K^r— *n&-^-fb bfe^-^ &i§iM-r*. 

©©gll^S^-r^ ^t-S)^o Z.<D$ PcDtt-Z-fr — 7 A 7} 31 HI 7 ffl^ 

TB£i3^3o IH 7 A733HS 7 Cfl^ x — * £ btjtt U 4 AT?Biffl bfc^Sb-fb 
^—^p^^ (EKB) £j£#-r -g>$|£?S bTVN-So uOBIOt-^I^ HI 7 B 
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hy^-K7Fl/^kt5. ^©l^ttx h*— ©H*r* — K (t) R# 

S©r-^Enc (K (t) 0, K (t) R) i3u 0 7 A fcwt P§J1 V U - fcjjs 
tttlt*«. &©:r-#tix Enc (K (t) 00, K (t) 0) T? 

# <k *^»-&i± i ftmfezti&o * v\x (l) * if , & (r)- * y> b 

TiS^SIxSo i±f©T-^Enc (K (t) 0, K (t) R) (D&fcfcy* — 

#^£x r-^Enc (Kxxx, Kyyy) **y l) — fl!3i© if £ fcffiH LT 
^ 5 ©#S^*-fc&K:t8^;§fft<5 «&©"£**. t 1 — ^ffifclSJttd JxS ^ — ^ — * 
Enc (Kxxx, Kyyy) . . . ^JftCBt^b $ *lfc * — ©HSBI^ — * 
C«gfcu©TJx ±»Lfe^^aotr-^ i: bT«HW<*ftfclfc-^<b=*- — © ^ 
y-f-±©ffiB*4»IS , JWiikbfe*i©*e**- iifcUfc^M^ffcx &©0 4 
A^Z>*H4BT-iiB^bfe^^©<J:o^Bg^-fb7 r -<S'^MliS^^^^— h* • 

0 :Enc (K (t) 0 K (t) root) 
00:Enc(K(t)00,K(t)0) 
000:Enc (K ((t) 000, K (t) 00)) 

. . . ©£5&^-*a^t-3££fcW#&-e&3#, H©J:$&-f Z 
fEi:&3o 

meizm^x, ekb?*— hfco^-rs&fci&iiiii-So (signatur 

e) li N *M*-^Dy^ (EKB) £28^bfc0!lx.«$l < l:S-tz>#. 3>5^> 
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x\±m%&m\z &^xiEMiiiiMb*—'7vy ? (ekb) bfc# 

y V (EKB) X"& * C £ ^ffitig-T 3 . 
[EKBOT >f>'J/*-»tf3 >^> 'y©BB« ] 

Bt-^-fb bfe=J>7 i >^^— x EKBCioT Bf-Jf-fb b fz 3 > ^ > 2> 3r — Bf 

12 8 ARVm 8 B fzCL©^— ^^J5fe^^1-o 13 8 A £5*1"fllJEd&fc: . En 

c (K c o n, content) 8 0 1 teu 3 >^ > y (Content) <fe^ >^ V y 
=¥■ — (K c o n) -e.BS-^-fb bfc^— #T*$> ^ E n c (KEK, K c o n) 8 0 
2tt, 3>^>^^F- (Kcon) &3 >^>y^-Bf-^dr- (KEK: Key En 
cryption Key) TJBt-^-fb bfc? 1 — #T*& D N Enc (EKB, KEK) 8 0 3 li N 
^ >^>y=Sr-Bg-5§3r — KE K£*$J<fb* — 7D y ^ (EKB) {C <fc -p "TBt^-fb 

Cot, □>f> , y^-iitf^-KEK(is @3fSt;-^- (K 0 0 0, 
:K0 0-) \ fc£ b * — (KR) g^ffe^T4) t t<s Sf:/-F^r- 

(K 0 0 0 , K 0 0 •••) s &*^fcfc>l/ — (KR) t3j;^-CBt^<b^tvfe^ 

^8BfcU MC^VtV^AMt^ 7CBS$n, ^E-ti^Pti^Ml tEnc 
(EKB, KEK) 8 0 5 &*|fl§ tt^5»^©«jji«l*wtx £©£?&$!/& 
tZ*5^T{±. =&^"^{3|§I bE n c (EKB, KEK) fcttiffl*- -5 £ £ & < . E 
nc (EKB, KE K) K U >^fi> U >^5fe&^-r^— ^&#^-^^#iJQ-r 
3 ^^S, £-$~%>z.£ifiX'%Z>o 

b£H$M-b*^-K (t) OOtbTf^bfcl^0i§^t. Bl 
3 (D^WxmA J 1z^)^-y^^X ; f^-( 7, 3 fl| K: «k !> U * 
— (#(:&&) ^tlTVN-g, t LTs ffeO^OV— 7"©^ WW ttat>%. X 0 , 

1, 2 CttLTEl 9 £5*"r#«Kti*— m y ^ (EKB) t 3>^>y^r — 
(Kcon) £ 3 V^^y^r — Bg-^^r— (KEK = K (t) 00) T-Bg-^-fbtfe 
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=f~ $ 3>T->y (content) &a>7->y%— (Kcon) -Clfe^ih Ufe^ 

— 9 tZMimTZZ ttj; t) x f^W7 0,1, 2 (in y&ft* £ £ * S T* 

^fcttt-^ftiat «k U s 3>^>y*-Bt-^^— (KEK = K (t) 0 0) 
t5» K (t) 0 0CJ;§I^{at)3>T>^^-K c on^lfU' 

$ £> Kin -y*r— K coniao n >5r > y<Dlg.^%fio „ dtt^C^LS^ 
ills X 0 {in >7=->V £#iJfflW#Mh&3o 7^4X1, 2tj3^T*# 

EK = K (t) 0 0) t^nJfgtft Dv iiC3>r>ySfiJfflt 

EI 3 {3^-r-ffeO^;i/— •7<D ! rn<{ X 4 , 5, 6 d©l5J4i©^ — # (EK 

B) SMLfcfcOTfcs U-7dr-s 

^r — Bf-^df— (KEK = K (t) 00) § H5tf#f § £ £ it* g ^ 0 m& 

\z v-tf-pzntzr^'f x 3 t&v^T^K u — y — b*^ 

— T? lis nv^y* — BfH^*— (KEK = K (t) 0 0) * £ 4: 
C©c};dlC N E KB Sipjffi bfcn >^ > y^ — ©IB^^tUi^ ^ — 

^fex #$rtb^— (ekb) x ^y^yy*—, vfem^y^yvm 

— -?uv>? (EKB) . r/>-^>y*- N Bf-Sf-fb n > =r > V % D V D N CD^CD 

»«l$nfel|^fli3>f>y©ll§i:tts 15]— ©8B»ttfrlc*W*ixfe*»'fb^ 

— ■fuyi? (EKB) ©aftiDflfensnVTy^^-SffiffltSiiCi 
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t & n > r- > y #t» a ft *tJ56*e mm wis * o 
mi o \zmmmmz\%m^ >^>y t hti fc#SMb*— «, ? cekb) 

(EKB) fc^JStttf-fcer-* dfet;t-yg>Mizj*S!ifli*-7 

D y ^7 ( E KB M) WmmZtlX ^^5o ^Jx.(iEKB_lfi3>^>^C 1% 

UMbfen^rVy^-K c o n 1 ©teffiJB £*U «iKEKB_ 

2[i3>f>^C2 SBg-Sf-fb bfcn >5r> y * — K c o n 2 *4/St5©tffiil 

£*i-5o £©«-*?», A — >M.©*8Mb*~ 7*a f £ (EKB M) #IB« 

JBE^tftiW^ti-r^Ds 3>r>yC3, C4litM*-7n^ (EKB 

m) ft-cu*©-^ ^jj-fb^r— 7u y ^ (ekb_m) ottnj; 

t)3>x>yC3, C4®3>f > i y^-$Mt5Cti s tl5o EKB 1 N 

EKB_2 ttT^J^fcteiWSftT^fc^©"^ *rfcfcit&4M8! % flilB*^ 

>7-£IBM. fc*^fctfB««f*K £5 IBM Ci^Ttnfncn >:r >y*-£ 
©E KB &mm bfen >5">^^r — ©BBM^s t*£^©=i y=¥— IB«^S© 

tb$t#l&7^-r 0 El lATOMtfeDvil 1 B ##&iE©*»b -fb =*■'—:/ o 
y# (EKB) bfc0i*TJ&So Ms Ell lBKi'^TKa 

(Kb) f±x Kb^K aT-Bf-^-fb Ifcr-^lfifeSIIkSmt. 
Ell lAtsri^Kv 5 s — *3S6S«#©iEaffi*fltS8bs 

#j£m(Dtig-%ibW ! mizmm?% J £ s> ->3 y*—K s e s 1-3 7 s A 

-f mi£:fcv^ ^SEMaSVii^^ffia® (AKE : Authentication and Key E 
xchange) £HfrU Ea«4 bfe 3 tSift t IT* -r> 3 >^r - K s e s t* 
3 >^> V* — K c o n&M-fb bTSMfl "j-^jttS&fr ^^t^fe. 

0iAKEIl 1 A©P CKE^-CB^ gMbfc-tey«>3>*— •t?Bf#ftsbte:3> 
^>^^— Kses (Kcon) S'tyi'aV^Tf-tLTKc o n^§5: 
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si i i aic&^t. 3 >f>7ro;w nil Affliata^^^ 7110 
Hcm«pc, if£«f^:i3^T*RgOTiK::i3v^£/£b#^r*E fct 

E9 1 lBOTatStWM^-^Oi'^ (EKB) * fllffl b fc 09 fc: * 
V^fc*. n>r>y7n;W^^aft^-/D'^ (EKB) #8Mb=* 
— 7*D>y^ (EKB) O»atj;otffi6n*>'-1 { *-, b ^F— 

ot3>r>^*-Kcon^i#ftlfcr-^ (@0i-?ttKroot (Kc 
on) ) &KMf*C fcfccfc iaMbfcEKB©«#TO&$S#§t:fe^T© 
>5r>y3r — K c o n§^bTWt§^h#qfffi}:^'5c 

i^aii 1 B©£^&-©^fijfflwi&&^^b*-^o >y ^ (ek 

B) *©q&3Hb*-— :/n a/-* (EKB) ^©EKBlItJ;^ 

T » £> ti § y — K*— x Xte^ — h t-CiotaVfVy^r-K c o n&Bg-sg- 
Yb lfeT-^l#tt^S^ fcfc«fc Pli:j||Et5PC, S«m S# 

&&^» tot, ^—^m^m^^'^xmx^mu^m, "tv 3>%-— 

•fe yj/g >^>^dp — K c o ncDBt-^'fb®^^ ofe^La^Hfr 

IBM r -5 £ 3&*qTtl i: & § . 

n^te^xmrnwrn-fr^wikir-ru * ? (ekb) &§z.mifX* mmtzzt 

[t»ft + -7D^ (EKB) SffiMbfcKBE* -©IBM 

5$) ] 

±x£©^$tfb*-:/P f ^ (EKB) bfe^— *&S^f±* — ©KfiK 
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fc^x. T;t^xPlt-^$ti^f^b^-/D-^ (EKB) ^ i> y- "yy 

& & ^ & n y r y y m tsgmmmzmn l x ^ § & «k x - * 

SglE^r-Kak e &±&©;&3Mb*-:/n * * (EKB) 5^btf;HXi: 

B12C, #»«lM;frafcM^fcffi:£RliE#« (ISO/IEC 9798-2) gr^To 
HI 1 2 fc:feVNX«U ttTlMBt-^^^i: ITDE S *J8V>XV»3#^ 

ssx-sftfiflfe©^* nr^T-^-So m i 2iz^x, $lt. Bi«64eyhoa 

$jRb££j$L. RbM@BClDtSI.ID (b) £ A f3^{fT 3 o CllS 
gfSbfeAtt, f fet6 4 b©aitRaS4fi£b, Ra, Rb, ID (b) 
©JKlCs DES®CBC ; E-FT"iKab^M^tf-i'Sl|^bbv B£$I£§ 

t§. siKab}*, AjscxiBiz^m^mmm^^xtti^rKDmrnm^p^ 

izmmir Z>mx&Z> 0 DEScdCBC^ — K^M^feHKabt^^Ht-t-fb^a 

{*s mz.i$DE s %m^fzmmizjs\,\xi£. wmmtR & t(D§m(ibmmffi%& 
mftx^xv i tRb ^(Dmfoftmmm&Mtb, w sm^<h$taz&^x, m 
(b) t(Dmm&}mmffi%>&&>, be s^-^ih^iz^^x, mk &h*muxsB 

^btt^bfelg^XE 3 hHiotMr-;? (Token-AB) %&f$,1r%> 0 

Mm^PHzJfeMirzmKa.b (i&EE^ — ) X*E^ -fbl" & o ^Ir-^ ©m^lb^ 
^fis £1\ Hg^;£E 1 fci&tlE^— K a bX^lb bs SL$(Ra£?#£o 
Bg-^^CE 2 £fgfD£*-K a bX^Yb Is ^O^^tE 1 0^mi$iif5M£ &4?K 
Rb?H5,lii:, Bf-^^CE 3 £|giE*-KabX-m-St'fbL. ^©MfcE2 
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©8M&to»3i»fc:£#K ID(b)£f#3e Z.o LXmbtitzR a, Rb, ID 
(b)©|*K Rb5tFID(b)i>, B A^fg b£ * © fc— SfT« ^tfeffi-f -5 o £ © 

&£B}£, BSE»K:ffifflt5-byV3>^- (Kses) ££j$-r& 
8c B\ ftafc&JBV**) „ ^-bts Rbs Ra s Kses ©It^ DESCCBC 
— KTfBSE*— K a b ^fflt^TBt^-fb U Ai;l^t§„ 
Ch&gfiL&A^ g«^-*£RBE*— Kab"C«-#Yb"r*o gfS?*^* 

uHttt&ft&Rb, Ra, KsesOrt, RbSVRa^ A#^flbfe<fe 
©fc—SE-rsaMftSEt-S. £©tftBEfc31ofc»-£\ AfciB&jEMS&fc©i:bTB 
BE-r?>o S^fcffi^fcBfiEUfc&fctts -fe v>3 >=*— K s e s{± % fg|E%©$fe 

±&©RffiE«L3£:l3V'>Tfcl\ A, B tt#»©Kffi*— K a b -S „ d © 
AAiK a b *±jlO«M*~^o f (EKB) ITf^W * fcffi^ 

^ 1 2 ©«n?ti x a, xitB(D^rntpibm^^w.^m^^^it^- 

-7uy{r (EKB) *^fi6b*C*JE*bfc*r»'fb*-^D (EKB) £ J; o 
T^BEdr — K a b ^Bt-t'fbbT^ fft^tc^flfrsUtJiftfc U-C%«fcVNb\ fe^te 
f§ 3^#t-VW 7. A, Bfc&LT3R:&#5WffiWII&fc^&<b*^:/a y * (EK 
B) S^LTr/H^A, B £*tbT£/&b£:W$Kb*-^n (EKB) 

EI 1 1 4 fcfcR©^;*^ ^fc&fcOKHE*— K ak e £3j$Kb*— :/ 

(EKB) KioTEIt5»jSi«SSt. B13ttr^^0, 1, 2, 
3 Cft LTtt-^qTH&RIE*— K ak e &EM-$"£0!n Kl 4lir/W ^0, 1, 

«# pjfi & isse * - & rnm-r s #i % 5* -r . 

HI 1 3<DWXfc, HSff^-K*— K (t) OOtiot, MliE^-Kak e£ 
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Bf#<b bfcx — # ttblZ, 0 , 1, 2, 3 lZ#l^X ?n?tl<D%? % 

y-Y*-, >;-:7*-£fflv^M$f£tifcy- Y*-K (t) 0 0 ttlH^m 

temmib^-yu y ? (ekb) %&)&Lrmm?z>o -zn^tiv^^j 

tifc^~H*-K (t) 0 0£&f#U IKftLfcy-- K*-K (t) 0 0 

£^TIf-«§-<fb£*l£:fgtiE3r~ :Enc (K (t) 00, Kake) Sff It 
IliiE^-K a k e ^ft^c t^qJtii;^^ 0 

^©f&GD^W 4 , 5, 6, 7 — tep] — GD#$Mb3r— :7n y ^ (EKB) £ 

lt *e y-? EKB^jantiir 

$nfc^-h*^-K (t) 0 0 &aM*f* £ i:#TJ£&^©T?x SSf^fcjEiSfeT* 
; n* * C J* b T © H U BE * - £ 36 ft f S ^ # X- § S o 

D yjtfr-* (3») £*xtv^ £: bTs ffe©*;i/ — r©^ > 

(EKB) *^^UTSB(Sbfc«T?**. B 1 4 fc^-r^aMb^r-^n y * ( E 
KB) fc, BffiE*— (Kake) H*- (K (t) 00) xm^ltLtz? 

0l4©«ii:li, fffll^bt^^o ^;W*0, l, 2tts Sfs s 

fcawaaicfc !), H«fy- h**- (K ( t ) 00) <5o K 

(t) 0 0 fc«t J; DSRBE^r-K a k e & 

SI 3 tStfflKD^^- ^©x^M ^ 4 , 5, 6 --{is ZLCDmWKDy* — * (EK 
B) £M b&i: It*, @#©«*-f* y-?*-, J- K*-£ffl^TH#r 

^ — h^t- (k (t) oo) &nt#-r£;i £#x-g&^o Htiifciyjtf— 
k^t- (k (t) oo) fcttft-rac ie a 5^ 

© ^ #BBE*- b T 1" § z £ ifi Rjfg £ & 3 ■ 
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itkmmmwt^%b'ib*-7u *> v (ekb) sffflifc^^f^n-®- 

SB It] 

^S«KBEfc*Sftflj^ — y ^ (EKB) b fc =J > ^ > y 3^- 

-rtiT-* <tv>o sfev ttt-rxfti 6 otfy h-c* mi 5 t^i^t, 

*1"B^ 6 4brs»hoa»Rb*±jiSU Al;llt5. ^h^lLfeAli, 
lrfef:6 4t>v h©3L$tR aS^IS p <£. twJ^i^SLifcAkSitfiJi^&o ^ bt. 
^-7*OFG$AkglfejSAv = AkxG^*^ Ra„ Rbx Av (X 
MtfcYMl) c^tSI^ffiA. SigS^b, A©&WttffiEMi:i:<& 

^BtagjaH-^o Ci-Cx RaSVRbl4-en j en641fs>bs AvCDX^^gi: 
Yj£«#*;H*ft 160t9b -£H-4 4 8 try b KWtiWfg 

AcD^PfgtffiEBJSN Ra, Rb, A v N m^m&A. Sig^gibfcB(i N 

— SLT^ fctx A®<&BiiliiE0^«F , 3©«^gSS^IiE^£D^ll^r"^iiE 

A©&H«ifcD tH^To ^bT, flfc & &Lf£A(D£;mm%m^m : ?m& A. 
S i efctftfiE-?-*. • 

&lz s B(i N *»p J: D'J*£^SL«Bk*£j5ft-r3o f ITv 
GIBkfibfejSBv = BkxG^fii, Rb N Ra, Bv (XmUtYMW^) 
t^tt§l?f«B. Sig^4^b N B©&S«|EiJB«i:fc<&£Afc3g3a&-r3. 

B ©^HHfiE^liK Rb. Rax A v N tl^tfiB. S i g SSt bfe Ait, 

bx B©^H^S:^D tH-To -f btx Si D bfc B ©Sii^ffl B . 

lit" 3 o 
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ffimtfmmzj&lh bfc»-&fcfcJu BliBkxAv (Bk Avlil 

Hl 1 6C&H«8KBEfc*3&<b:af-:7ny# (EKB) Stfflbfe3>f>'n 
BJ3 bfc&W«;&5Cfc:<fc3B80!L3ffij& J ISfT ?n§. 3>f>!y7D;w^ ^> 

>5=->y=¥— E (Kcon) ^Sb-fb^— :/D * * (EKB) fcfcPCRBoK 
SEALS! Kfc^-rSk/jJfc bfc * ^3>^K s e sT*Bf-^<b UTP CtjSitJ. 

fe=3>5 t >y^r — E (Kcon) fc N Sartb* — :/D y * (EKB) ] ^-feyS' 

[SffV- KdF — fc«fc5l«^fl3*^fTbfe3 >5">y3r-E (Kcon) fc, ^ 
M*-7ds»^ (EKB) ] S«*t5i:ktJ:5t3>r>!'*-Kcon 

JBfy- K* — K: .fcSBS-^flsfeHfrbfc^ >^>y^-E (Kcon) ti, tfSMb 

*-:m«y* (ekb) ] ifimmztizcD*?. mx.it. n^-oaa^a&o 

[rD^7A3-F<Dtifb^7D^ (EKB) £&fflbfcI2M] 
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W^-fb^r-^n y ^ (EKB) £/B T IB^f T 3 MJ& <fe rJb&T- & 3 0 -T&;fo*>E 
KBld^SBg-^b^ y^-^r : -*£:/D^A3-b*^L£#iJT-fc£ 0 WTs 

^ cd *g m iz o v n x m m t -5 o 

EI 1 7 C7D^7 A3- F£^$Kb* — y ^ (EKB) ©#l;i f£K$r ^ - 
K3r — tckoTBt-^-fbLT^^W^^-t^M-r^^J^^-ro t^W* 1 7 0 1 « s 

t^w* 17 o 2©#i-?>y- h^-s v *—iz & ^xm-^ vsm-frmmih* 

— 7 £3 y (EKB) t, «*-/D^ (EKB) iz.'SS £ *l 3 M*r ^ - h' 
i r-tS|^lIlfc7'n^7A3- 1 7 0 2 fc^ff 3 = tVW * 

1 7 0 2tt^MbfeEKBS5ftSbTMff^- ^-SMLT, $ £ fcUXf# b 

I 1 7 CStWtli^ rA^ 1 7 0 2 (3j3V%TSlWbferD^7 A 

1701 #*©^iii£S-3^-t N £ £fcM!3i£iii*TTr£$i£7^LTi^o 

Z.<D£otemmt*—7uy ? (EKB) m$Mh* — 7Uy>7 (EKB) 

?>% w^ot^w xiz#\,\xMmnj&teyo An — K^BuiiiOia 3 -e^b& 

imm=i > r > y izttT % ^ v 2 m ( I C Vrlntegrity Check Value) £ 
(ICV) 3 >^>^tM^S#»Ts I C Vcff-Ht J; D N 

3 > ^ > y afcffi © ^as * jfiust- a #ls$§/£ k o v^ x mm -r % * 

3> 7 ^>y©'f>7^D^'f •fiy^f (ICV) 0!| jl f£ 3 > ^ > ^ £ 

MT%^y^3-mm.%H^xmn£tis ICV = hash (Kiev, CI, C 
2, •••) iz&iXstWZnZo Kicv!iICV4|^§. CI, C2li 
3 >^>y©ti$g-e$> Ds 3>f>!yfflis(ii#o^ vte—stm&tt^ (mac 
: Message authentication Code) #{£ffl£t-i£ 0 
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d e sm-^mmmm*m^rzMAcm&f&mzm 1 8 tz&-r 0 m i s <»mmz 

^yt-ySMU M2 V • • • , MNi:t4) s Sf> %J&fl[ (Initial Valu 

e (tiT^ i v fc-rs) ) tMi a>&mtt!jmmm&*ibz (^©issn^ iut 

3) o &l~s HIDE SMfbSBKAtU H (WTs KUt-5) *flJ^TH& 
^<hir%> (itiA^E 1 tt^) „ 1WT> ElSVM2o#flsl!!|j|ii||]SSft s 

*©ai* i 2ide sie-&fl3»^Anx i &m^xv&^{k-rz (&tiE 2 ) „ 

t&feENW y-fe-^IIBE^-^ (MAC (Message Authentication Code) ) t 

ffl^T3>r>^©'f >r^Jr^ • 1 y * flfi (ICV) * ,M 

©&v^ i:#fiifjE£ftfc0i;ttt:3 y£jE*l#fc£j5ftLfc I CVk N f&tj 

y^yy ts-iut^i bfe 1 c vtsitRurEii— © 1 cv#j»6nh«3> 
^>yfca&fi«D&^Cfc#«ffiE£*u ICV#Mft*utt\ 

O^y^^it (ICV) ©i^-KicvlEKBilctoti^tli 

J*] 

3>^>y©-f>7^U^ • ^-x y (ICV) — K 

i c v^xfccD^SMb^-^D y «ko"r3SS#1-*fllfiKK:ovvTBiBa-r4o f 

is/^* (ICV) 4fiS*-i:l/&^Tfft4, 
0 1 0SVH2 0 C tftOf /t-f7 t«»<0 3 > r > V 

K i c v**3Nb* — ^ (EKB) t J; o T iBMf £^"T <. 

HI 9ttf;W^0i 1,2, 3 IXf-t Rliftf x y ^i4^^F-K i c 
v£ism-r3#!k H 2 0 tt^W x 0 , 1,2, 3 4j®5^W ^ 3 £ u * 
(») LTt;W7 0, 1, 2 fc*f UTO^aM^qTIBfc?-* y — K 
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mi 9<£>Mx~it, mm;-\**-K (t) o otiot, ^^vtm&m*- 

K i c v£Hg-5§-ft; Lfcx-* t t<b (3, x^W^O, 1, 2, 3 USSI^T^n-^ 

n©#-r^>^- F^r-, >j -73r-&ffl^-cM£n£y - h*-k (t) oo 

£«-5§arii£&;it$Hb*-7-n «/ * (EKB) ££/&L-tIEMir-g>o ^ti^tico 1 ? 

!K S«f*nfe^- KdF-K (t ) 0 0 £Ejtf#U &fc N 3lf»Ufe>'- K*-K 
( t ) 0 0 &JflV»TB£-S-<fb3ftfc?-:c y ?m&I&*— : E n c (K ( t ) 0 0, 
Kiev) lt?x y ?m&}&*~K i c v&ftS £ k.Wmmt.teZo 

?Oi©T;Wx4, 5, 6, 7 -l±m-<D^®it>*— 7U y p (EKB) £ 
Sfil/t*St0«St5/'-l<*- U— 7^r — EKB ^^flS ITI§ 
— K^r — K (t) 0 O&BlW-rSdfcffTJS&^CDTfx fi^fciEiSfcT 5 

Ttat>t>. fjuxo, i, 2 t^bTo^a-^RjiiJ&^a&Yb*— ^"d y ^ 

(EKB) ££j®LTIBfBL&0n?&ao 12 2 0 tj5%f J&S&'fb^ — ^"O y £ (E 
KB) fiy ^ffi£jj£3r— (Kiev) £y — f** — (K ( t ) 00) T"Bf 

0 2 0 ©£«fcf^ M^JBS^UTa*. t^W* 0 , 1, 2ttx £1\S 
mffiiCkDx HDfy- K^r- (K (t) 0 0) si&f#-r£ 0 K 

( t ) o ofc£*«-^fcoVt>^:ty *tt£fdfc*-K i c v§ixf#-r-So 

Bl 3 ^^-rffe©^;U— 7*©^^W * 4 , 5, 6—B\ COl^Ui©^-* (EK 
B) SSfibfefcLTtx eS®Mt5'J-7^^ ^ — F3r — £JB^TH«r 
y — (K (t) 00) *JJt»f-3 3.i:#-e&J&:v>o Pttfc 'Jstf— *£ft& 

k^t- (k (t) oo) &mf#-rsc: i:**T!§r, JE^^it^j^^-rs^vw ^ 
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- &M-r & c i: # -mm t tz % . 

z.GD&ote^y^yycD + y^yv^'f • (icv) v> * c £ 

£«fctK EKB m^b^>^>y©^:E3^-£^ir3;i£#t£3o 00 £ 

n^ti©^ >^> y*-*mm~mm-&m®fc*-7u y v (ekb) ^ 

*o EKBfcBt-^-fbzii/^^ryonK — ttWfilTJ* Dn £*i&E KB £«^BTtfc 

> 5 s - 4^ U 5^ -f if f« (ICV (CI, C2) ) SMt^l^tt^. 
& *5s (ICV (CI, C 2 ) ) its 3>T>yCUD>f>!yC2C^j;i/ 

V = h a s h (Kiev, CI, C2) ^^bt^?>. 02 IB ©4f Vn T, 

>T-f71 fcttjEMifcn >^>y 1 i:=i>^> y 2 tftelrtSfru ^ >r>y C 1 
^>f>yC 2 t;:^^UT£/$£*l£:-f >^^U ^ ^ .• 5 s - a y (ICV 
(CI, C2) ) ftfamZttZ* $Lfc, T 2 ^tejES^n >^>y 1 

w^n; 3>r>yc i KaEtj^t^fifcdftfc'f >^^u^^ ■ y?m (i 

C V ( C 1 ) ) jPtettStlfc." ^Ol^tfeUtv ^ r 7 1 tftJW$ix& { E 
KB, 3>r>^2}^^r^72(;nt:-b/:J:t5J:;^f^7 2T\ n> 

*fc&*rfc££J5£r* k I CV (C 1 , C 2) 
&Dx ^r-f7{cM$iit^^Kicv (CI) JlM&tK 3>5 t >^©3ta 
% -S ^ &?FIE& n tr - £ <fc 4 #r * n > t- > y ©l&ffl ifi&ff 2 ftfc £ i: #BJ§ £> 

cvf-^-y^ssifTbrx £s£i c vtiSiWi cv©-gt£«Jbs — »b&^ 
lit (icv) £<stf>&5*—*fca-3^T£j5ft , $-**/*fc it 
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'fe.fcV^o t*cb^ICV = hash (Kiev, counter + 1, CI, C 
2, •••) CtotH-It^i^iit^. CCT% (count er + 

i) it, i cvcDrnzmzmz i-^j y Yzft2,mtLxm&-?&o & 

£ £> S~x n^^ycD'O^'y^ • y £tf (ICV) &=r >5^> y £ 
U^-r ■ ^x-ypm (ICV) £n >^>y JiJiSiJ©^ =r H T ±tefem^- 2>mi$. 
09A«n ^^&#-HJl^^ 7-^JIScDMO^cDn £ — PA±^©h £>;ft,T^>S: 

u> (icv) *»iirt-rs £ 1 cvo^^iftit^^iEftj.— tficj; t> &£n-s, 

— ^ (^J^ficheck-in/check-ou^ move) CI CV^ifflti,MJ:t^iJ:t 

n?.©3>f>S't:Ht5'f>ry | JT'f -^-xy^flt (ICV) £ s J. — if *s 

' ! ?i'>J:©S^: : &/T Y 7 2 2 0 
2(c:*&ttb> ^z — *f {3 J;3^iE&-f >ry>JT-f •"^■aiy^lt (ICV) 
St^.ftB&Jtbfc«lt!»«. u0J;o^iitbt^ «^li^r^ 72 2 0 1 4& 
fbfcr^7*s^r^72 2 0 1 ©S^fc^ffT 3 hvJ/>fS«P 
C, U— ;tfc;fe^T I CV©?is/ * ^^btS40lg^|lJ^t^«tt 

— Ks r^^^^WM^^^Dy^ (EKB) £ £ $ fcflg-ifft bTi2flt-5l 
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+ ia©fcfi>'— h*dr-2 3 o 2#asss*u *T®ttis y— 2 303^ 

^3T-s -^SJ: b-r^±^^?>^M|gg©fe?,y- K ^tsj-n y y - k 2 3 o 
01*. KB 2 3 ©fgM^g© loffiy-H 2 3 0 5l:li*Ti'J [^^'J^^-f 

^ tftajtsav coy — KJeiTfcJt**/— y-^fi^^y^ 

^Sfflifei^&f^w x s^fra^rf y mm®; — nxt* y -7 k b 

£ Mis MK*&ft##T<ft©«&tf ^tfr-rf y y — K 2 3 0 6 UTiS^-T 

sc^ttSo fljfciiiatew-r <t a t*^ 1 ; [^t^f^^] y- h* 2 

3 0 5 0 2 ^T©>" — K t% ^^7^^ £{£J3 bfc^W ^Oir^'Jt 
^$n-g>-9-7*ft^rf y y — h*k bT N [si^fflS] ©y — KSK^-T*. £ & 

ts ^^r3'j;-^^ii4^^^-F 230 euTK, w&mmm 
©*^=f y fc^r^tift'&siif^siffif* s«is©y — 2307 #kj££*u £ e> 
c4©Ttefcx fIff»Mtli©AfJij};^$n^ [PHS] y-K2 
3 0" 8 k [H^mS] 7- K 2 3 0 9 k#T«S*. 

fc sv> e*JiMft»s m©## (c;h,e>*i* 
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^ (EKB) ££5EbTI3fIU — h*WTOf/W .X {3$f UT©&fiJM 

or t& & 7 s - # #e« *r #g t & s o 

rrpy* (ekb) sasts^it, n^^ — Kw.T^jK-rs^'W *\zmm 

Cfl8ii&EKBt«tS^r-iBM«Jfi6 (1) ] 

*U — 7^F — s y — K=¥~ £i!^T^qJifg&^®)'fb :3 r-- y £ (EKB) % 

g, j h*K:^T^#Wf£&^$rtb^-:^n s> £ (EKB) ££e£LT 

«J*iSB«f;i'— h^r — K (t) roofC3>r>y*-K (t) con£Bt 

j «n -^n-en^ia 2 4 b y — 7j&thv - h* %m^Xs ekb©ms 

4^tTbTK (t) rootlWU mn UfeH«r->V/- h * — K (t) roo 
t tioT3>T> l ^-K (t) con0ffiI^H^bt3>r>^^- 

I©1^M^^SM^-7d-^ (EKB) ©JH^fci, H2 5KSt 
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&?iztLZ> 0 m2 5fcw-r*8rtb*-:/D (ekb) « N %(Dme^mmL 

tzmtftib*— 7*D y Z (EKB) © 7 * — V y h C U fc# oTfllfifcS ftfc ©TJ 
&*K 5 s -* (Bt-sffb*-) i:*fJ(fe"r*^^i:*i#Oc *^fc*x ^ctH17A^M 
1117 C^ffll^TfiBHIlLfc J; ^ iz& (L) N * (R) , *n?ii©*fiCf-i'i« 

■*M*-/D^ (EKB) 4§flf;r;H^ti, #$Kb^- y ^ 
(EKB) ©Bg-Sffbdr-^^CS-^T, Jfi&B&^b*-<D«-^M£^fT L 

T±&y- F©M$r*-£l5tf#U'T^ < o BI2 5l:wt<k5fcs tifb^-yD 

(EKB) 14 N h U -7 *Tf©|8« (f7^) 
"^SaJtiQUTVN < „ (f77) Sis t^W* KCJSfcTif:*: 

-T3 <&©T-& t>. ^-©lamfth&S^A^ Xtfc#^i§l^&. EKB©f-^ 

cc.ta^^^j'fb^-^D y * (ekb) (D^-tmommzvimh vtzmm 

to^tlB^tS. El 2 6 AXVH 2 6 Bit, *8Mb* — :/ny* (EKB) * 

* — mm tvw x k t r tBf a&<b l t u 0 a £ ^ -r * © -c % -s . 

El 2 5 hiatal, ^-^SMt^f/tOa. g, j K*t Lt:#~ N 0S;ifefn 

^^vv^-— *3S6«f 112 BAtstiacv latent 
ca'^TSffefcy 'j-iititi2 6 B©y v—mmftmmznzo k r o 

ot*&Kj £X-&±< dtttffc < 1 o©&©##i£;£-f ftfcfj; <U K r o o t 
Bl 2 6AK^tJ;5K, V— K h bt K 0 © » * o US BS-fb bfc^'U — 

^n^o Mff^— ia«©&»©%a&<b^-— y ^ (ekb) {i, ctue»©ffins 

y U-CS^T^-TSo 12 6At7j5t^J-l^ *aM-7D^ (E 
D — "Cfti. HW*— KMCfca&O^aHb*— y ^ (EKB) (4. £©?f*l 
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%(DM2 5X'mWLtz1%$Hb*-7u y ? (EKB) fcfc N #'J-7a, g, j 
*f>Kroot KM -5 &X<D±X<D*—&$g^<h L tz $ V X t^fc #s 

**«iW-rSo SI 2 6B£ja*-$-«fc5fc*^tt3 try b 4#fi££*f 1" 3 o tl$ 
2 tf y Hi N @2 5©«i:s BtK©*l*&f#-&N 2fe (L) x * (R) s 
©^IqjK^-^ 0* tetttitil 1 SSto SR3Sl©tTyhB: N E K B F*U 

S^Sd-fb* — y * (EKB) teu 126B El 2 5 CSsfflUsft 

fcjfctfc-r*^ 5 s — ^****fiKl!l»*tlfc'b©fc«C«o EI2 6 ASVB2 6 B 
K^-TtfatKb*-— 7"n y * (EKB) S b fc^-T^W * tts # ^ © ti§ 3 t: y 
Mil #teitt£ftifcfS#©7*-*©#&JglK«^-rs ci i: t J; D , ^©M-fb 

* — <Dm^&mm-t2>Zh1fiXg2>o ^IxJdc^-W^afi, Ht-^-fb^— * E n c 
(Ka, K (t) 0) §iJ-7*-Ka'C«§LTs y — b'^r-K (t)-0&8l 

fUtsV-^-K (t) OtctoTltfftT-^Enc (K (t) 0, K 
( t ) root) ITK ( t ) root ^KftS. r^W * j 

ftr-^Enc (Kj, K (t) root) £ 'J — 7 ^r-K j ttf IT, K 
( t ) root t5. 

-M^tibts ii^nfe^ u-*«tj*-r* u-^&u^ - k ©*■—©»& 

ffl^T^^J-fb^r-^D y Z (EKB) S^J^f § C tlZ& dJJ&^T* — #S:© 
*$Kb*-:/ny^ (EKB) SCfctfRTtBfc&tK tM^r-T-Dy 

* (ekb) (DT-tmm&mm&jizmnvimttzZo 

[fgtt&E KBK£3*-@S{f1ffE£ ( 2) ] 
HI 2 6 A^tFEl 2 6 B-CJSUfefHl&fliL&y »J — fcS"3^T£j*<*ft£*3&fls 

:/ds>* (ekb) &$5>ic x Mu&'fbbT^— ^a<feiJMbx a&*s&&*fliJi 

H2 6 A;fttfia2 6B£m^TBililILfc«JS&tt* ^^)Yb^r— 7n <y t? (EK 
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-T'Sofec H$T*-IBfI©fctf)©#$Kb*-7*D y £ (EKB) B\ £©11*1 

ei 2 6 Aizfrs?nmmmjay u — y-7a, s, jc^^Tii^-h* 

-K (t) r o o t £3Xf#qT#gh-r3fc#K H 2 6 B fc^f* Sb-fb*-— 7*n «/ $ 
(EKB) %mmt%o HI 2 6 B©^^— 7*D >y £ (EKB) ©«LSfc:fe^ 

t, U— 7 j Enc (Kj, K (t) root) © 1 flC^-tJIHt J: t> )^ 

— h * — : K ( t ) root £E5tf# T-^o U*» U 'J-7a, g» s Enc 
(Ka, K (t) 0) JXHU Enc (Kg, K (t) 0) ©^M £ J: D K 
( t ) 0 *mtz'&, £ Enc (K (t) 0, K(t) root) ©«-5«L 

SftHfrL-OV— b* — : K (t ) root ^I^fTix, -rftfc*,. U— 7 a, 

EI 2 6 ARZFM 2 6 BOffinS-fb Lfclf*SfiPBSy U -{is J- H K 0 tftof 

t?t7*;i/-h -y-Ki:LT. — 7©mai£ilff LTv^^tyu u 
-7 a, g#S§T^-£^#Lfcc i:^Stlf,-r§mi*T- WSSbT* ^ — K K 

»Jfy U &£1B[B&fliLT. y-h'K 0©^-**B&b-r*^b^-7*Q y 

7 (EKB) 4£j5SbTBS«L"T*<fc^o 

127 AjftVH 2 7 B£, £©<fc 3 ft^S&fls*— 7*D ^ (EKB) 
BTo M 2 6 2 6 B fcEJtiU 'J-7^Mt^f/W^a, g s j 

51^ ^-hKroot^U-^a, g, j ^lill Lfe y 'J - fcfltHSf 3 . 

127 Acsn^Cx m 2 6 At^-rmdanejBv u — ^- kko 

*»nfefffl^bUfe^ y-#£/#£*i3o M*r*-ffi«©fc&©£3Mb*-:/D y 
7 (EKB) fi N Cft€>©fBiB&y U— Jca-3^*C£fifc-r5. 12 2 7 A^fy U 

-(is ^^j^^-^D (ekb) zw.-^*imtev-7*£)\'~ v t*m.mm 
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(D^mh*-7u y ? (EKB) i± s £ <Z>?£#&IBJi V U -© U - 7 izMfat 3 

+ Tfey- Kfcfcifijg&lfBUfclBiB&'fbV y-fc»-3^T*rab<fb*-:7n y * 
(EKB)-£i£ji£UT*-iaft£flf5 : ir3£ t#WtET*&3o C©i5t, if 
*»I5"J-Ii, W^Lfcy U-^lfifet^My- Kt, flflfrfbL&y 'J- 
^:#^*■**»./— KXtt'J-:7i:&i6gE N S^Lfcfit£&£J$o 0 ccffiB&fby 

&©[!2 5TJBSl!Bb&£8b<fb*— :7d (EKB) it. #'J-7a, g, j 
*^Kroot tS?>St-0^t0^-$li-tfbbfcT- *&»*ILn m 2 6 A 
SV0 2 6BT»WbfctM*-^ny^ (EKB) fi, y-7a, g, j© 
'J— . a, g©#7iy— h* IT0K 0 N h ^r— S^ffl Lfc 

(EKB) fcJU ;-FKOC + -*«»L&fl)Tj % El 2 7 BfcjSfJ; 3 fc N $ 6 
^t 5 — ^fiCD^fcl^afc-fb*— y # (EKB) 

HI 2 7 BC^jrtbdr-^O y ? (EKB) 0 2 6 BOfifb^-7n y ^ 

(EKB) fcpIliU 3 tf M»fi£©^^*^-ra.-« iav|g2 t:«y BI2 
6AM02 6 BT-i»0^Lfei:|5]«s £ (L) N £ (R) x *n*n©^lSlk:^ 

— *#*fttt(K *tWtiH 1 45*-*". f!3#g©ty Mi. E KBp^tBt-^-fb^ 

— #tefft£ix-tv^frSfr£^;'r£:#>© try ^— # titv^ -s 

m2 7 B<Dm%}fc*-7n v ? (EKB) iZ#^X, g, jit, 

Enc (Ka, K (t) root). XliEn c (Kg, K (t) root) E 

nc ( K. j , K (t) root) © 1 m ©fc-^JflJifc: «t D h ^- : K ( t ) 
root £Elf#T*£3o 
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^$Mh*—7u y Z (EKB) f±, B27BtwtJ;5^ H*SSItJB V 'J -© 

0 2 6 ARWm 2 6 BXIil 2 7 A^^0 2 7 BT*t80J! Lfzm$Mb*~7 U y 
>? (EKB) ©ct^(3 N IBra&©^W;*K:«fct>T©^«J&£ft*1!HB&'fbbfc*r 

fe&u/ v—mf&zmmLx, m&ztitzy y-^nt/s-r-s u — 7©^ 

U-7i:*a/ - P©* — ©^SfflV^t^SBMb*— :/n y ^ (EKB) ^^fife-T 

3£fc£J;*K 'J>&i^— #fi©*$Kb*-:/n y * (EKB) *&f&irz>zh 

#Rj#S£& *K G$b{b*—7Uy9 (EKB) © 5 s — * KM #«fr*«J 15 fx Wig 

wiSfliLfeMy u-«fjs8«N m^l&ejir.s^y^ #&©E K 

«*»©^>7 t -f -t- -r ©m^ - H h) c,fcoT_hafcLfc'fcfii«©lBi 

Itefcbfcy y-£S^bTEKB££/&-f 3£ tier J: -r 

^-f cjr-ts^w ^t*v^'r«■^wiB«:1Bf■&'^li* nfc^sa^b^F—^n y * (e 

*c*Sx £©<fc a &£3Hb*— :7n y £ (EKB) DVDiffl 

-T-^HioT«$n^r-^aj: s Bt^fb* — ^— *©PBJly V-m&lz 
£ttZ&WnmT — #£\sXO#yto£&&tsG1$l{b* — 7ny# (EKB) \z 
£ &Kx H*r-> — K^r— C«koTII&-^'fb b&3 >T->y«©* y-fe-^x — * h 
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%imb*r-yuyS7 (EKB) C<£* ftSWHt-fb*— r-* * * ^gBcDliS'J^- 
KB) £^ y h >7-^^^ UTIBM-T^^^i: IT & <fc „ 

itiSt©y — KS^Mtt 'J — 7CD£-&i: lt©7n >y ^ ft it^MCo^tifJ 
it5. - b*& &VM4 y -7©H-&£: bT©7"0 y * 4UTx> 

5^ fcoV»ts @2 87iSI21 2 8 C %ffl^TMRM~$~Z> „ 02 8Aliy 

fi BIT? lis E^ihbt^bs 03*.« 1 a^^-f^-f 2 7 0 1 |*l t Us W.m.<Ds> 
— ft*. 1 =r -i fo(DJ - K*t4ft&^-r©3&»ig 2 8 B 1 

TM^n^o &7\ ^ >^ 5r>r ©H^y— h* 2 7 0 2 h £HM 0 

y'J-o*ilix 0 2 8 C t^fj; a y — y s -rfcfo-fe^/w xtCck ^tf 

K 2 7 0 2 &j$oy y -CfcoT^$ttSV^-rtl^©^>^^ ^ tlt^o 

H!2 9Ate s Pgil^3§£1il8MbbT!&BJ3^3fc&©El?& Kroot*^ 
<D$k\Z3L ^T'f T'f AO l-Ann^M^^ i>f^fai~An 
©T&t&s £6fcs x>T^r>fB01~Bnk^ £ & ^©T<4t^>^ 
^r-fCl~Cnq #|£^£*lT #:n>^ -r 5r 4 f£ N 02 9B, S29C 

m%.\£^>7- >< t- 4 B nktommit, (b) UStioL 1» 2 8 1 
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i *m&s~ k t lt n h 2 8 i 2 £ss £-e©^gfcy- ^tts. 

£ © x > ^ >f 5=- -f »±afcB'J-?B n k i>r-f B nkrt©;- h* fcWjsS 

h* 2 8 1 2 fcHj&i: Uttftjt 3ft <5Ttt (■?) ^ ^ -f ©^3 ^Hfip-T -3 o 

xyr^^Bnklt h 2 8 1 1 £*$iiSi^- K^UTf£ 

o±ffi (jR) xVr-fr-f Ann<5fiTt»5. 

i>f^7^Cn3©lfi|lt (c) K^tiots D"7^F 2 8 5 1 ^ 
jfty - h* tl bTx S-t^W Xt-Sl)^^- F 2 8 5 2, U — 7 

£;c>^-f 5^ C n.3ig £SS?j-ra C i: t<t ^ K 2 8 5 2 tfcfjfc-r 

1- 2 8 5 1 £3fcSjSsy — F il Ut^olt (ffi) ^>t-*(t4 B n 2 ©^ 

^^©U — 7^ — g B©JS~r S:n>5^ 5=- -f ©JPt;&y — KT-feStT - ^- 

3o «&*.K5fcJB>' — K 2 8 5 2 ©5^W *t± x jfc^y — K ( l> —7) 2 8 5 2 4^ 
6, - h ; - H 2 8 5 1 i"CO^-SIit4. 

El 3 O.A^t>*0 3 OB^M^t, £ ft IZ*. >^ -f ^ -f ©#J5S£ o ^ T KW*- -5 . 

So ©Su •T^t)*»7 : 7'^ (depth) (i s x>f-fr^tflt^*SS^-Kf:^ 
03 0Ai:^tJ;9*±Tx>r^r^M§MMt§i:s (b) K^-TIIS 

So j- j ©sMsy — h*tzMi5c©T'Kt^>7 L i , 5 1 ^ i: irx>r^ 

tU, B, C#fg:;££*U ££>fc: s x>f-ff^C©Tttx>r^f^bt 
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^.y^rJ n DWm.%.£tlZ> 0 i>r-fr^C 2 9 0 lit ^©3k$6iV- K © 1 
oJ^±©y- U if— :7V — K 2 9 5 0fc UTfiifcrbx |B©fIt5x>f 

9 0 2 * y *f— TV- H 2 9 5 0 K i: bTgfgftf * i fct «k tK 

3fc4gV- K 2 9 7 0 ^JtJn^^T, WmMW J - h* \z Win UfcTlfcai^'f 7^ 

3 0 1 1 It fit5Tftx>f-f f-f B, C ; D — S^"fe N 1 o© y if— 7V 
— K 3 0 2 1 £J$o„ ^>5"-r t- J fcfcMaffeOTffi^O^W ^-f £2 5>^Jt*n 
«§r-Sfc^*-6\ U if— :7V — K 3 0 2 1 SBfI©Tfix>T>ff A' , 
3 0 12 £tStf£U T^x^>^^ r-f A' , 3 0 12 ©*«;-l«l:^6tti 
M^©T-lu^ >-r- -ff -f F, G -3 C ^ ■&„ g3@3S©Tfe^>^ 

^rU' , 30 12^ ^©*$isV- h*©4>& <^lo^ 'Jif-TV- h* 3 
0 2'2kUT»!£t*CkC 1 kD, £ 5) CTfii>r -ff-f A' ' 3 0 1 3 £ fS 

A' '.301 3©3fc$§V- Ktt 1 J£JLh©y-»f— TV — Kfetfit5,.C©i5 
«c 'Jif— TV- K«**tJS&fcS£i:K«fciK ft4x>r-fr-f®«lt4Tffi 

-f^-Mt »t- K© l o©^t*«& <, ^Mis^-rsifisSi: ut% <fc^„ 
^-ft^fri©^^ 4 f 4 4 -^^-e^^b-fb^r — T"n y V (EK 

b) j 5=-^ ##•?©*— u zmmzmfrt-z z t 

HI 3 I0ct5l:a©x>f >fr-f A, A' , A' ' Kifci^x: >^ -r 
-rffl*©*8&<flj*-T'n y * (EKB) #sS^$tt* £ i: tefc 3 A*. cft&ttx 
xVr-fr-f A, A ' , A ' 5 ^MCfltSflillfe^T^HX^-*-^ 

0 3 2 CSt, 0 3 2 ©^>-^>^l3 bfcffoTBiWrSo fcrfefcy U-lUfifc* 
taain^ixsjffs C^) ^>^-f^^ (N-En) {is ±tt (ft) x>r^f^ 
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(P-En) fc*f bTSfaaSS^HfTl-So #x>f^f-flt &n 

*tBLtlttx>fYf-f (P-En) IC^^-r-Sc 

SM^SgfRbi^ffirOT 1 * ^-f (P-En) fcj\ gfRbfc*f8i (^) ^ 
>r-ff (N-En) ©£tHfc&BE8B*$8fTJS ( C A : Certificate Authorit 
y) C^bs C A©S£*ttjQbfc*r* (■?) xi'f'ff'f (N-En) ©&g§ 
«%SfiS-r-S. HftfeO^asSfcU ±fi^>T->r^'f (P-En) ^HtM (■?) 
i^^^f^-f (N-En) fcOffiSlgffiO^iMlS i: bTff totiS. 

y^-t'r^ (P-En) tt x $r£t (^) ^>^i' (N-En) ©fifilfclfir 
U (^) ^y^-i'r-i (N-En) © y - K * - £ *f«l (■?) ^ > ^ ^ ^ 

-f (N-En) C^M.-T-So £©>>- K* — fci\ ±ffi^>7 L ^7 i -r (P-En) 
© y — K © 1 o © y — h'^-t!$ D> fro, Kf^ (^) x-yrU-'i (N- 

z(D;-Y*~-mm&mTir2>ii, mm (•?) ^v^^ (N-En) 

&r*& (^) x^-r^* (N-En) ©y y— *rifc&;ffcSSU #M8bfcv 'J—© 
Iff ^JcgMb feisty- KcDU-7*;b- h^r-fclS/Eb, h\ U— 7©*— 

SSS^bT^ 3L>7^ 4 J f*3<D^M'(b :3 r — y 9 (EKB) lo 
(D^y^J ^4 1*3 ©^SMb*— ^ * (EKB) t^/EKBtlf^. 

±ffiJi>^^^^ (P-En) « N $r£l (^) :c>^>f:r^ (N-E 

n) ©iiintcfcDs ^ad-fh-rs**^— KSiaftibfeiffii^T 1 ^ ^-f (p-e 

n) rt©t7EKB^t5. 

mm (■?) ^^tr-r (N-En) l± s *r% (^) iVr-ff-f (N-E 
n) F*J©y-K*- N 'J-7^-iaot«$n51t/EKBS4it§i:, 
^tL^±&^>^-f ^-f (P-En) tjSSM 

mm (^) x>t^t^ (N-En) *6f^EKBSSfflLfe±ffix>r-f 
7-1 (P-En) it, Sffll bfc-y-^E KB Jiffi:* >t- -r 5 1 -f (P-En) © 
S*f bfc-9-^E KB — »fr-fe>* (KD C : Key Distribute Center) £31 
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3r-$8fT-fe>* (KDC) fct N ±X(D^> : r4 =r J KBlCg^T, 
i^ftliCEKB^ f&fe%ftf^©3:>5 : --f 5=--f £3 W27 ; /'W;*©#i&^-S§• 
^B£ftE KB££j$^3;i £#Wjig^&;i, 0 CI© J; a ^m-^Rltg^i>^^ ^-r 

>^>^7d;U #*#E KB £36-3^ t n > y *-*lfc#<fb LTx * y h -7 
#fS^>7 i <f 5 1 -r <DV7"E K B ©^ — $6f?-fe (KDC) t^tSS 

B£k (kdc) fcfMs*-«Ms§^-rsflij*i:i,-t*«fcM. 

*f]iSfco^-cBI3 3ftffl^rgttB8r*o ±^:^>7 1 ^ ^-f ©*i|gy- K© l o 3 
2 0 1 ^ffMaiiP^>^^ 5=--f ©H^y — K t LXs TtiLx-^rj 7^4 iz-m&T 
2> Z. h \Z iotTtx>f^ 7- 4 ±&^>y z 4 =r 4 ©^ST©3i>^-Y "t -f 

±tiLx->7- 4 t>4 © U — 7t!**5fefi|jBy — F© 1 o©>> — K 3 2 0 1 tffiMv&1m 
x.>^r4 y 3 2 0 2 fc#*£LVW- Kfc LTKJfcSft*. iT&fc 

* #£fifcT*je*rEKB©0!l3c^f o E 3 4 A£t>*EI 3 4 B B\ H3 4AKSt 

mm,. TtttD-zmtemwteft&tz&iiftj— h (nodeooo) 3301 ^ 

^s^-h* (nodeOOl) 3 3 0 2^$^ d c CjJf^jBJpj. > r- -f =r 4 fc*r 
-t 1 ^ iiin^S^y- h* (nodelOO) 3303 bfcHRfc:±4fc 
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3 4 b C5%-ri:Bi« v h\ &3 y — 7 ^r-t «t &Bgf#fls£*i 

3, 4T*tes y 'J -^^©4-fr ^^©t^M ^©^m-^-WflT^ 'J* — * 

^tifex^w ^(im-^-^Rifg^^^j'fb^'-^n >y ^ (ekb) ^mm-t^mm\z 
-o^xm,m\stzo 13 3, 4T*i&Hjbfe v^-zmmte, yj-^ocfi)^^ 
© y — ^-e&arvw y si?— ^-r -s#LaT-&^fc t)K v v ~-(D^>^ * 5=-* 

III 3 5J^T©El£fl!^T:t>5r ^ ^ YflT©^ y — U =J? — 
ato^TRffitS. HI 3 5 3 5 Dtt, !V U-fe»JiSt4x>f-f f-f 

— *±ffifctt;i/— h^.— HtfK^^tiN ^©ifc^Tl^aiVT 1 - -f T'f AO 1 ~ A n 
ru ^?>ll^(DTfigtB0 1~Bnk©x>r^r^ & 5> MffiTtt^U: C 

i ~ c T\(D^y=f << 4 tm^nx^^bo ^*T©^>^ ^ t- 1 lis — 

mTWi<Dx->^ * c i~cnfii, y — 7©^* y * as #2**5 

HI 3 5 B £{;£ N iT!ox>f ^©lotJ55x>r-ff ^Cn, 
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3 4 3 0©5"J-ii«*SUT^4. x^^f^Cn, 3 4 3 0lt 

3 4 3 1 *J$fc N KTffc* 'J-^CSiOrA^^M^SS. 

J X 3 4 3 2&&^fztt%ts xVr^T^Cn, 3 4 3 0 fck, »gk:JI«fb 

Jb-hfrZ Z 3 4 3 2 ta&ftyt^SMfia-rs^y- K 3 4 3 1, 

3 4 3 4, 3 4 3 5(5y-P4r-$5fUtx CI ©Hff S - K § V ft- ? ? 
; ^^ 3 4 3 2 &ft(DV~y?^j xiz&\,\T(Dfrm^wmti:m^lb*-h bT 

^©i5tx>T-rr^Cn, 343 0 ifi U ^Mfc J; o tSf bfc^^j 
ft*-^ D ^ (U-^EKB) »i N ±fe^>^^^-ft'^jl$n^ 0 £©»^ 
lffix>r^T'fttx>T^r^Bnk ) 3 4 2 0t^!) N ^>^^f^^ C n , 
3 4 3 0©H^y- h* 3 4 3 1 fe5fei«y- Kfc L/t^tiix>r-f f-f t^5„ 

xyf^f-fBnk, 3 4 2 0l±* Ttx>r^f^ Cn,3 4 3 O^^ti 

?^^Cnk, 3430 ©H^^ - b* 3 4 3 1 tW*t5x>r-f r-f Bnk, 
3 4 2 0©5fc4jgy- K 3 4 3 1 Tffii^-f 5 s - -f Cn, 3 4 3 OCi'^TI 
Hf^tlife^r — fclg^UTs |i©i>r^f^Bnk J 3 4 2 0 ©-y-^E KB© 
M*f*&SftSfr-r*. @35Cfcx>r^r^Bnk, 3 4 2 0 U 
^t. x>r^r^Bnk, 3 4 2 OtiJV^ B*f*rft iifc * >> - F *-fcJU 
IS 3 5 C©-^^;b-h 3 4 2 1 *?, U tf-^rW * S^fta:^ ,f 5r * 

t^*«^-n 43 ici4/ui<o;-^-'cj5, -r^fo*,, mmv-y 

E KB *mm\sT % fz*> 7- <{ tJCDS- h*3 4 3 1 fc^%-5/^«i^t5# 
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;-F 3 4 2 1, 3424, 3 4 2 5 © J - K *~ ftWffittM t & 3 . dft£># 
y— Fffl; — K*-£^$r ltx>f ^f^ Bnk, 3 4 2 0 ©$t It &5*f ^ 7 

3 xVr^f-fBnk, 3 4 2 0 #S$r b fc £ SMb — 7 n «y £ (it:? 

EKB) fi. Ji-K^ >f^ r-f ICje^s cf o £ffi^£\ ±fil>T^T-fttl 
>5\-f Ann, 34 1 Otfe^ i>f-ff -fBnk, 342 0 ©ISj&y — 
K 3 4 2 1 S^iS^- H £ Uttt^x>f^ 

i>f 'frann, 3 4 1 0li N T^x>r-f r-f Bnk, 3 4 2 0*?.t 
lft*-7n>y^ (t^EKB) £g^[-f3i:s — :/D y >? lZ^±tl& x. 

>fjf iBnk, 3420 ©Hj&y — h* 3 4 2 1 § :n > ^ ^ 7-f An 

n, 341 0©5fe«y— h* 3 4 2 1 T&^>^W r^Bnk, 3 4 2 OK:* 
.V^SffSflfe^-tSSUTv g^CiV^^^-Y Ann, 34 1 0®t7E 
KB (D m%t MM ZmftTZo BSSDfcai^'fy-fAnn, 3410<5'J"J- 
Mfife^r^-To x>r^r^Ann, 3 4 1 0 fc&l^ Ts MffiM M. t ft %> S — h* =¥■ 
— tt. H 3 5 D01f7*;i/- b 3 4 1 1 *&Ei*7EKBS38S*Ut§fex>f 
^rf®;-H 3 4 2 1 tji^^/^^^fife-rs^y — K 34 11, 3414, 
3 4 1 5©y-H^-t*5» ^ne>=&y — b*^ — &S*r bTi>T-f 

rUnn, 3 4 1 0 ©$rfc&H$Ti* :/E K B 3 „ 

©#L5I£Jli&> ±&©^>-^ 7- 4 CfcWTSgfr Us HI 3 0 BT*!£BJ b 

Btt N mm#)lZ3r~-&?ft>-!? (KDC) £&{E£tl> flieSft*. ^r-^fr-fe 
(KDC) It, ±X<D^y^ 4 5^ <DWmV-yE KBlZ^^X, ti^&E 
KB$4j5lt§„ Jg*?EKBtt N 'J tf-^Sti&^W *-C©«^#=FTiTt6fclfc 

5*;w *© y ^jm©^— y >^0^n 3 ecst. 4ra^Ji£Ei 3 6 © 

^V^-f^-f (D-En) {is K^m^l/v' -Y =r 4 (D-En) ft© 'J # 
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r^f^(D-En) KB (D) S4filt5c Hji^/EKB 

(D) fi s IttxVf-f 5^ t^|#$n*. Sif-y-rEKB (D) ^fibfc± 
ffi (SB) ^V^-f^Y (Pi-En) fcj\ Sflf -fr^E K B (D) ©Sl/rHf/S^ — 

/^_h©y- K*-£M$r LfeSISfl^^E KB (PI) ££6£T3 D ZtibcDm 

EKB**«-»fif-fe>^ (KDC) cis«$iiii$n§. 

^3 7 7 BCr/W7<!) U *^3Sfc «k o T_b&:£ >x * # 

5l*f«ia*fj«:tJT*J«f *^S»Yb=^-^D >y * (EKB) ©09&mf. 

m 3 7 A^Z>'I3 3 7 Bli, 0 3 7 ACStMtfe^tv U * * £ 

^tf > ^ -f ^ ^ A* £ mm V- 7* E K B £ L fe ±&:n > r- <f y- 4 * ^ r 

E KB0^J^|teBJ-r§iaT-$)* o U # — fr^W ^ S^tf Tffijc >^ -f 
^ -f ©Kj£7- lfii>r^r^ ©^y — H (nodelOO) 360 

^--f fi s ±&x. >^ ^* 7- ^ (D^-yj)/— h ipf)3fe^y — K (nod 
e 1 0 0 ) 3 6 0 1 S=tj©^;* l:#at^ y- h"^ — SHff LTff fe^Mfri^7* 

•+?-y*E KBtt§. 

-litfctt^-f; - KjPKi^ft* -?-©i5:lST{c:i -fr-f AO l~An 
n N $ 6fc*©Ttt©fc:B 0 1 -Bnkffli>r^r^ ^^C-fCTfigCC 

1* (u-7) #^©^^7^ «*«i3«ii^»x s£*/bs<$-c&* k-r* 0 

'Jstf-i'jjiaSs xVr-ff-f Cn, 3 7 3 0 fc*tLTfSfxt"<5S-& 
^ov>T»BBf 4. ^T^©^>^ -f x-f Cn, 3 7 3 0|i, H 3 8 B £55*f £ 
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■5 C^j&y— b* 3 4 3 1 Sfffe-s sMB^- "J -7 fc*R©5^W * . 

iVr^x^Cn, 3 7 3 0 & U fcK J; JK i>r^r^Cn, 

3 7 3 0 HIt5^(DT/Hx©y U— $tj£fr£>© — fS^Bfc#RjHgi:&3o x. 
>r^r^Cn, 3 7 3 0 © U ^^LSteU ^ C n , 3 7 3 0 ®± 

ttx>r>fr'f'C|i^i>f'ff -fBnk, 3 7 2 0 \Zj£ l\ tiff $ n S . ^> 
r^r-fBnk, 3 7 2 0 \t s x>^-f^^Cn, 3 7 3 0 ©31^ y — K 3 7 3 
1 &3feSiniy — b* t bttt5x>f-f ^-f T?*S_ 0 

x>r-ff -f Bnk, 3 7 2 0{£, Tfix>r-fT-f Cii, 3 7 3 0 © >J 

* ^mn-t^m^, x>f^^cnk, 3730 ©is^y — k 3 7 3 1 cw* 

tSx>r-fT-f Bnk, 3 7 2 0 ©jfcSiy — b* 3 7 3 1 £M$tU S&fcU 
© U 4? — £ ji>-t=- ^ 3 7 3 0A i ?)X>f^f^Bnk ) 372 0 ©I*:/;!/ — 
b SffD^l©;- b** — ©H^rfcff&V^^Kb* — :/n y^*4^bTSIr 

y-7EKB*tamT% 0 mmwmiiftz j — b**-&s si 3 8 c©-tf-7>- b 3 

7 2 1 A* y # — Z^st-^/t-J (DTk&J - b* 3 7 3 1 {3 

M£^XJ:©y — F^-t*fe5o -T*ct)*>s ^ — b* 372 1,3724, 372 
5 , 3 7 3 1 ©^ - \t5—&mmttgLt-&& 0 ZHZ&y — Y(DJ— b**— £S 
ilyTx>r-ff-f B-nk, 3 7 2 0 ©if &&H*f ^E K B 3 . 

x>r^f^Bnk, 3 7 2 0li, Tfix^f^x^Cn, 373 
0 © U ? %m'€ tzm&s xVr^f^Cnk, 3 7 3 0 ©H^y — K 3 7 
3 1 fc$?fjfc;-r*:t r^Bnk, 3720 ©*SSU — h* 3 7 3 1 liB*f*-$\ 

■?© y ^f^ 3 7 3 0i^x>f^r^Bnk, 3720 ©f"^;v 

- b *T-©/^±©*3gy- K 3 7 3 1 £|&< 7- b*^ — ©H$r£fr fct^SMb 

x>f^7^Bnk, 372 0 #H*r b fe *i$Mb*- 7*D y ^ (+M7" 
EKB) & N ±tiL^>7 L 4 izmm £<Dig-£\ ±fixyr^r^ttx 

>T^fann, 3 7 1 0T|>!), x>f^r^Bnk, 3 7 2 0©M^- 
h' 3 7 2 l^y-FfcLtttSxyf^f^r-S-S. 
^>^-f^Ann, 37 10li,.Tfix>r^r^Bnk, 3 7 2 0*>6* 
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mh*-7uy f (If 7EKB) Z&&t%t, ^ <D*- 7u «/ >? fc-g £ n£ x 
>r^f^Bnk, 3720 ©H^y- K 3 7 2 1 t^fJSt-* x>y An 
n, 3 7 1 0©*$iy- F 3 7 2 1 Tftx>^.f Bnk, 3 7 2 0 ti5 
^TM#f£*tfc* — fctg^UTs SftCx^r-ff-f Ann, 37 1 0O1f7E 
KB©Sff^S&Hff t5. HaBDfciVf-fr-f Ann, 37 1 0 ©y U - 
l)S5*t. x>^^^^Ann, 3 7 1 OlZ&WX, H$r*fii 3 J — h* 
— {is EI 3 8 D©1?-^;i/— h 3 7 11 fr^IfU-^EKB^tl/tgrcX^T 1 
^f^®;-F 3 7 2 1 t;I^^/USMt§#y-K 3 7 1 1, 3 7 1 4, 

r^Ann, 3 7 1 0 ©iffe^Sif-b-7*E KB ^^J5g-r§ 0 

£ft£>©#! ! 5i£jg#u ±&©x>^i" T--f Kis^-tntr u i3 0Btinib 

EKBfi, — $6fT-fe>* (KDC) tj&fcStu «f^n§ 0 * — JS 

(KDC) ^TOii'r'fT'fOEJrt^EKBtS^^T, 

^T-©«^#^T5J#&&Ht4§'fbdr-:/D ^{.45, 

x>^ 7^ © U # — ^4M©*> — >$r>XEI£l| 3 9C^t. ^S^JIi^ia3 

^x>r^^flx>f^r-f (E-En) Ji N x >t=- -Y -f Mx >^ r- 
4 (E-En) F*3© U # — **tfc©5fe«|>> — F^iit?.fctoH^^ar- |g«f 
Sfr&^s x>t"i' t 1 ^ (E-En) ©$r£&t>-:/E K B 

(E) t4figt^o H&rit^EKB (E) fct N ±&x>^^5 i 'f fcjSSfl-Stt*. 
Jgfrlt^EKB (E) Sfibfelt (0) x>^ 5^ (P 1 - E n) «\ M 
i^^EKB (E) ©HffH^;- KC*fJfcLfc*S8y — K^f— ©Jg«fSVx * 
©*^y — M:M^/U±©;- K *-£M#r bfcSS«f t^E K 

B (PI) ££/j£-rs„ £n£©MS£J0f#U ±ffii>f -ff -ft^T^ffU 
fN S»tofc:E^£ft&£T©tf:7EKB#:* — »fj-fe>* (KDC) 
timm$ti% 0 *-$gfr-te>* (KDC) fc* % ^T©x>^i' 5^ ©Mif-y-^E 
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KBtS^^t, i«*EKB§4^t§„ M$T E K B (± s >J sfl - * $ ft fc :c > 

^r-f (DM^mmi-^m^^T. ±&^>tm 7-4 (dm$$j — k 3 9 0 1 i± N 

l^^-ff -fO'J ^-^H=t D ®$r£ft. ±&^>^^ -f ©y u — fc&tt §5k 
S»y — K 3 9 0 1 hSTJO^tSfiti^- K^-©M$rfc «fc D > 

it^t/EKBAs^^n^o *©fg*. U # — * £ft&Tte:t>5r -f 5=- -f © 
m&S ~ h* 3 9 0 2®y — b*^r— £ s ±ffi:£>7 1 4' t^W ©*$i»y- h* 3 9 0 1 © 
/-K^r-li^-ti:^§o xvf-rf-f ©y#— SBfr-fe (KD 

C) fc«kot4jS$ti4EKBI±^ ±&Ji>^^ fc33V , *TM*f£ft&5Mli|y' 
— K 3 9 0 1 ©* — f3So-^T£i?££ti3C ££&£©T% *(03l«f * — 
L&vnT&^Vt^ y-r © U — 7 CJitJ&t5f;U fgfr-te># (KD 

©^;w xSMSLumft-tz y ^ftiattbunuTfBiaaiT'n-fe^Tf© y#— * 

[a: >^ 5 1 -Y ©^ ;t tf y 5=- -f ^3S] 

^>^^r y-r #ttt!©^— mmy y— iff^fc&v^ #^>^-<^^© 

3<!r>f 7tKU t 1 . -f (Capability)^mSLT^ >r If y 5=- -f Ufcn > 
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0 0 1 ii, ^^B^^t^A, B, CO^Tftfr^fF^-f 3 'Jr-l' /1 1 U ^ 

0 1 WTi:M$nfex>f^ 5=- w t:lt§r^H JifElf&T 1 — # JUL 

PUKtai^-f ^-f 4 0 0 2 ttf^S^^BXttC, x>r-fr^ 4 0 0 3 
iifpIS^SAXiiB^ ^ 4 0 0 4 tt^J&H^j&SCB^ ^>^^^ 

— ^ x>f-fr^ 4 0 2 Hi, H^H^^^p , q , r &WF%=t~$~ §x>f 
r^fcbt^i$n^ x>f-fT^ 4 0 2 2aSSp, q ©B^PI^^sSk ^> 
r^r^ 4 0 2 3 f±;&S;.p©HteH£#Wt&fc'5r>f if U -i" Sj^oai>^ ^ 

COi^^ii/f-ff-fCW/^iJf-fillilis ^r-^^-fe><57 (KD 
C) £*5UTM«*nSo *~ 5Bfj-fe>* (KDC) fcfc N $J 3 3 > ^ > y 

^§-nIi£&:£$Hb3P — ;/D 5/ ^ (EKB) £#:c > ^ -f -f © -Jr -f >1 tf >J y- 4 fflfffi 

its *j '*¥V^ j ^miz^\,\x&]&Lfzmmb*-yu (ekb) cj: 

■^THf-^-fb bfen y^— £IEMU -?©3>^>y*— TfB&-§-fbbfeffi«8 
£ £=£7^^ doMfcj; D , t*— *<d flag # wife*: 5 s 
; -w x (3 l r © o fla m y u y -5 a s st n {3 n& f * £ £ # rj #6 k & s 0 
ft** 0 4 1 t?tt^t0x>f^f^ do^r^'f t y 5^ $im%%.m bt 
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m%%.mf?>z u*&s-ei±* <* «9itHsi4 2 izmt&sizrju * 

A i It5lTS©i>r^T'f fco^T©^-^ 71 1: y 5^ ^llT^ «T® 
©x>f^f ^ Jl -T 3 X © £"-f ^1 tf U 5 1 W — (KD C) 

*qTtlft#«l'fb + -^ , D y ^ (EKB) £gT!£©^>7 i 'r^f fcjefc&ftfc-ir 

Ktr^W Xft^ii^tlfcjo^ T--f 4101=410 5 CiStt % <5r>f 71 K y 

(KD C) fc#^TM-r*«J5fcTJ&*. {?JiKx>r^f ^4 1 0 lttt 

w m & t o v\ t b % mmn^ to^ta^sr ©Ms # njn & ^ ^ ^ 

#SbTV^ 0 x>r-ff^4 1 02 Ktt^Sft t:o^Tli*SA, 
t'o^tiiS^q ©^S A s "pTfl3&:r 7W bT^lif t*$?io 

BI4 3 AXtfBI 4 3 BC* — |Bff-k>* (KDC) C^TM*" -5 ^ 71 tf 
U^-f 7;v©#|J5£«|*^"r. £r-f rtty^-rM^ — ?>fc}: N 12] 4 3 A 

.©x>f-fr^ ID^ Jto^y^ 4=7- 4 izfemznrctrj 71 1: y 5=-^ £^-r ^-f 

71 tijf^ 'JX K £©4r-f 7it:u^< UX M4H4 3 BfcSti^K, 01*12 

[o] N ^^-^wmstj^ (b) 36»ffls"RjiB-e*n«.[ 1 ] -s JM^*rt& 
-c*nt± [ 0 ] —m. ^jet*®? 5 — ^Aisto^-cows* 1 tr ^ h • 
[i] xti CO]- bti^^nt^-So io^r-f ^br y^-rw*© 

-i* 7-? tr y 5 s - -f fir- :7>fc{± x #^>^ -f ©t^E KB, 

^V^«■9•VEKB^SlJ©5 ; -^^-Xt^M^i^TV^§^^r(i, f7EKB©I 

^r — $gfr-fe>* (KDC) |± % >r^7lt iJr-f flT-7;V{:S^V\t, #!lx. 
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(EKB) Mtl„ H44£ffl^Ts * 4 )\ K y 5=- tifgfcg^ < W$Hb* 
if, ^fy7S 4 3 0 1 fcfcMTx *-^=fr-te>* (KD C) ^r^f^t 

m&<DrtX) ISiRtS. 7ry7S 4 3 0 4flt -f 5 1 -f I D CD U 

^7 , S 4 3 0 3i^l\t;^$41t^o dftfctx fcBc©:*^ ^ -r #»jR£ 

77S 4 3 0 5CI^ MIRLtz^Xt, MIR^ > r 4 r 4 \Z £ o T ©iMtJiSS 
tfsts Xfy7S 4 3 0 6ti5^t, ^tv7S 4 3 0 5 L fey U— #f 

ElD^U 1^7EKBi:, ^fy7S 4 3 0 6"e4/abfeIfy-F*-kt:i 

(EKB) ££j$-T3 0 C©«k5fcLT£ri£Lfc%3(Kti*--:/n3>* (EKB) 
tts «f^©^r>f ^CU^-f £^0:r;W ^t^TC^fiJffls -fetg^Wfg 
fc*3b<ftj*-:^D (EKB) £&3 0 £ ©^^Kb^r- y * (EKB) T- 

(KDC) fc«fcoT»ft3ftfcftj£0&Ji^i&fe7*,^;*fc£v^©#:3> 
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«t o $gfr-fe>* (kdc) «u ^^Kyf^si7-7;ncstJ 
— (ekb) smi-& 0 t^^Ts mtf&^>7-<{7'4 frsastizm 

u t- 4 m^amm ^ — t > * % ^' u & bi t- & 6 „ 
ifetf u— *j5fc+tjSin*na«fa (^) ^tMt^ (n — e n) »± s _t 

ni^^^^-r (P-En) K:*fbT3Bf»2«S**llfT-r*o ^ 

iB©&M«*a»S*tc:ISU , r±tt^>7 : -'f (P-En) fc3S6f*-r*o 

»«K:Rfcg«Lfc±tt:07 l -f (P-En) Ji N £«Lfc*fSa (^) ^ 
>f<ff-f (N-En) <D&P9tt&SEl£ft?B?TJ5 (C A : Certificate Authorit 
y) teifiSja&U CA©#«*W-JmLfe«f*l :x>^^ (N-En)^ll 

tt^SISt-*. iftfeO^IJcfclix ±tiL^>^4 =r4 (P-En) hffiM (^) 
ac > 5 1 * 5 1 -f (N-En) t(Dm^-MM(D^m.% t LXfitDfoZo 

^T'^f'f (P-En) (?) :c>^^ (N-En) iff 

$r& (^) :n>^^>f (N-En) © y - F ^-^frM (^) x.y^4^ 
■i (N-En) izmmTZo ZCDS— K^r-fi, ±&:n>5^7^ (P-En) 
(D*Sy-p0lo©y-F^-t*^^ >b>o> ffiM (?) :n>^-f5^ (N- 
En) ©m^y-K, -r&fr-fe-tJ-^i/- b ^-t:Mt§., 
d©y- K=¥— a£fi#»Tr* J: % §r£l (^) ni>^>f^>f (N-En) fc)\ 

(^) i>^^^^f (N-En) &«ssu mssu&yy-© 

Kj&fcSfa UfclH^y- H©"9-^;i/- h * — U ^-h*. U-?©^- 

— *x ±&^>5^ r- * (P-En) ^ (^) x>r^f^ (N-En) 
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©Stint: J: >K mmt? ~ Y*feb\li.tz±tiL^> ; rJ ^<< (P-En) 

fi(DV7E KB So 

mm (•?) i>t^t^ (N-En) t± N fr£! (■?) x>f-ff-f (N-E 
n) P«3©y-h*^-, U-^^-^ct ^T^^^tl^-y-^E KB ££^3 fc N 
Cin&±'Cu^->7 i ^ 5 s - -Y (P-En) tSIHfb, S3®i>T'f f -f t 

lit" lir^M ^i:o^t© / !r A If y t- * ««*±fiti. >^ -f 5 1 >f 

«rS (^) 3:>r^f -f (N-En) £> -tJ- 7 E K B & Vtr J si if U 4 tf $g 
4giU&Jhffii>f^f^ (P-En) li s g<| bfc-f-^E KB h£--f^tr y 
^■-fflSffifcx J;<{il:c>7^ 7^ (P-En) omm lfeD-7EKB #Bfr 
-te>* (KDC : Key Distribute Center) t^flf-So 

* — ^^r-fey* (KDC) ti N §f bfex>f^r^Ot7EKBRt;/r^^ 
fcT VrJ tti%jit.&M4 3 4 3 B v ^l5fiB§Lfe'ir^i' ;1 tf y ^ -y Hf-7;p 

^ if y 5^ es^— 7>&s*r-rs. *-3§tT-t2>* (kdo 
*%B^©^e*^Mb^v>i5HT-sii#^^jj g ^ ! j CD ^j E ^^ ffl ^^ bf#i) 

b «r H f * cd $5 H cd ffl £ # Sr t" ^ & T- & § a 

^lbmm*~7u y ? £LTmm^&tzm$h<h*~-7u y (EKB) ©£fiftfc 
fc^T. FgffftttfBMy 'J— SlBff t^W *Cj6 UTHflfSSbTx TOlfcl 
B&\y 'J -t$$tl4 >> — h\ y-7};S^^t^M^r-7Dy^ (EKB) £ 
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£j5fc-r**liai:b'fc©T». ^®<h*-7v v ? (EKB) ©*«&t=-**Bi.I»- 

l J-i:S^<W J f-7D^ (EKB) ^Ml, EKB^CDBg-^ 
*<ei&#tzMl&h Ufc©Tf. E KB ©:Ms&^-*:fiii'M#3l3i2fri& h £ 
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If ^©IeH 

^ — * u:o^T©^^^3i£iiu§s3r— -t y h ^^ffi bTHfrf snt-^sas 

fcMKr^- F^ — K^r — <fe § I ^ U — 7 ^ — <fc o ~C ^l^^'*§■ 

ft b fcMft^— 5 s -* ^4b^— 7*D y 7 (EKB) ©t^lHio 

iiuf3^£jHb*-7*D y 7 (EKB) f± N MfBB£^<b^r-^-* J; o 

2. mm^#m*--7ti cekb) \z^£n%m^-%it*- : T~-$\±, m 

ffl^THf-^b bfe^-^T'^ ^ 

muz trufcfamznztiLW.mjN'T—zte, arifr&a&Yb*— ?u (ek 

B) IzfeMZntz 1 JW±OBf#ft^-7 ; -^^^©y — KttBOTfficDS*^ — 
K 3Z. U - 7 S © «f < b * - 5 s - # © * $8 * 5* 9 V k. b T m fSL £ ti 1 1> § c: 
^?:#^ti:-r^>m^©®H^ 1 JgCIBfiOWWfflBlV^^/x. 

3. BuSB^^jft^-yn y 7 (EKB) £$iift3!&IBBg-5'fti*--5 ? — & 
»^-/n^ (EKB) €«-^RllB«:*jiy-KXttU-7*«Tf!!i:b 
fcfgBS-fb bfc 2 U-^Mts^^^bT^l/^^Mt^u 
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S ^iic i: -T ^5 If 5(? cd 36 H ^ 1 ^ IB® © M ^> ^ t 1 A o 

4 . MiB^^-rb^-^D v z (ekb) iz^ztizmmBg^t*-?— t£ 

3f2Mb*-:/D ^ (EKB) §^-^qJfg^*SSy- FXttU-^ft^TISi: b 

1iulB# ^aUiite^ft^&MMJ^-*^ iuIB^^Hb*-?^ y ^ (EK 
B) \Zfem$ntz 1 W±©Bt-^-fb^-^-^^-^©y - FM©Tte©;£;&y- 

KXJ±U-7&g©Bt^b*-^-*©^£^-r#^^ i^^^^^tjifc-r-SBt 
^-fb*-©teJW©;pr^£^-f 5 s -* £^tr^/&T-&§ iT-Sli^©^ 
lJStBB^©tt$B50.S^^^A„ 

U - T- $ 6 £ ft JRr ft ^ f S I ft & © IS H ^ 4 3® £ IB M © ffif *B#L M i/ * 5=- A . 
6. ilfr8B*?3Nb*— (EKB) l3^snstufB0t-^<b^r-^-^{*> ft 
#3&Yb*-:7o * (EKB) ftfc^Wt&fcsfeWy- KXtt U -7fc«TSfc L 
fcffiiii&YbLfe^^lftSy U-E'^T. BulB^Sgy- h*X(*U--7i: N 

B) ©# ^t^rsW^^b^-otttto^^ft^l-^-^lc^trfllfiB-c&sc 

ft^ft^-rsfi^©|gH^ 1 ^l:IBl0ft«I^^rA. 
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±©#ns&j$oy u-T?fe*c: fcswaiif *a*©fSH» 6stia«©t»ffi«L 

8. HuiB^W ^t*S»SS!fiBB&-^«13S#®ii s mummk*-7uy V (EK 
B) ©fc&fa^ffi©^ — *fc,fc »k iulBBg-^b*-^-* £JB*Hltii It. 
«LS*£frU buIBS$t^~- b**-£imu Kffi»Lfc5«f>'-F^-t«k t) 

<D $5 Hi 1 £ (3 SBiS © 'f*M3 * 5=- A „ 

ffi ffl «J |g & 3 > =r y y * - T- £ 5 £ i: £ ftp & i: "T i> If * © 15 m W 1 g 1 3 M <D t* 
1 1 . buIB^ y -fe-yf- ^li, rtV^-V^cD-f^^^U^^ • ^-x y £ft (I 

c v) £jsft*— £ aK#©ttH!e i ^i'ia^©ts^$aa->^ 

T" A o 

12. fuse^ y-fe-^r-^li, rn^7 An- K T!& 3 3 

o^mm i ^^BB^©t»fBAa.s^^^A„ 

KB) #8rtb*~:7D y * (EKB) r£ s 

i 4. minmmmmftmz, s&t. 
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^rmmxrv -7*m-tz>m>£<D®.mn i a^iBfsotSi^s^&o 

1 5 . §uf3*$Hb*-:/D y * (E KB) ^jsS^t 1 y 7it, 

- £ flg Va T Bf b T fu iBHt-^b ^ - 5 s - # & f £ * =T V 7 t s 
SfSa^fcMb* — 7"n y * (EKB) KttiWSfta 1 Jt^JbCDBS-^-fb^ — 

1 6. f&IB^^j-fb^-^n y ^ (EKB) y rii , 

R#3bfb*— :/n (EKB) £m^nJ#B&*^ - KXfc* y-7 SITS 

BiriBs«iasreiiy u —©mjsft^ — pxfcty — status*-**— ©^ti^^ 

titbit*— 7u y 9 (EKB) HjJti^fyT'kx. 
HuB^ab-fb^-T'n y ^ (EKB) ©* ^fcttJfcl;* Mfb*-©tettl©*aK 

* ^ib^ss -a* ^ * rts^tf ^ ^^^m^-r-ssf *© 
ii^iLT^^^ix^ y-y — &js&&s^**£fc*#sfcrs»3fc0*SHfs i 6^ 

fcSBtt©tt««k3i#S. 

1 8. ilBtM*-^ny^ (EKB) S^ryrii, 

Wit;tbib*—'7tty9 (ekb) ute***^ - u - y sstis 
fcUfcffins-fbUfc^dttS^y-c^^T, buIB**^ - Kxt* y — 7 
^ftiy y-©m^fc*its««s-r5^^***?'b'r^s>'- Hs*«t«^-i: 
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HUlB^^iJ-fb^r — 3/P -v >? (EKB) ©# ^fcttJSf" 3 M-fti* — ©*&M©^ftt 

s -tj v ^ x m ib 5 s - * SB t mm £ *i at * — ^ — 9 & je &w m l t 

x&m^ifet&^ >r> y *~x & z z. h&ftmhir 2>ntjitcr>tom& 1 3 3@csb« 
©ti^a^o 

c v) ^fift^-— £%t&mtT z>m&<D$&mm 1 3stiBa©tsfs^s^ 
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